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Whoami

PykoBoauTenb otaena pearnposaHua Ha nHunaeHtol, BLZONE SOC
Threat Hunter

daHaTt ELK u Velociraptor

Ex- paszpabotumk .NET/MSSQL

Ex- AppSec cneumanuct

OSCP, GIAC GCDA, CRTE

Twitter @BlackMatter23



FireEye M-Trends 2020

Dwell time — kon-Bo AHEW C MOMEHTa KOMMNPOMETaUun ceTu 40 OOHapYy>XeHUs yrposbl

GLOBAL MEDIAN OWELL TIME BY HEAR

Compromise
MNotifications

20Mm ‘ 2012 2013 2014 2015 ‘ 2016 ‘ 2017 2018 ‘ 2019




B yem npunymnHa?

« POKyC Ha npeaoTBpaALLEHUU aTak, a HE Ha NX OBbHapyXeHun
 “Hac To4HO He B3nnoMaroT, Mbl HAOEXHO 3allULLEeHbl”

* [1lnoxoe 3HaHMe cBOEN MHMPPACTPYKTYpPbI

« OTcyTCcTBME KBANMMOUUMPOBaHHbLIX CNELNanncToB

e “Mbl kyniunun SIEM n cobupaem cobbitns — SOC nocTpoeH”
 Alert-driven MOHUTOPUHT

* Yrpo3bl 9BOMOLIMOHUPYIOT ObiCTpEe



[TosaBneHnune Threat Hunting

OTBeT 3aLUTHUKOB B FOHKE Boopy>|<eH|/||7|

2011r. - Richard Bejtlich ncnonsayet tepmuH «hunter-killer»

YnpaxHeHuna no oxote Ha aTtakywwux (BBC CLUA)

Hayano dpopmupoBaHuns Kak otaernbHou gucunnnudel b

[lpanBepbl pasBUTUS:
« Threat Intelligence (knbeppasseaka)

« Endpoint Detection & Response (EDR)



Ctonnbl Threat Hunting

* «Prevention is Ideal, but Detection is a Must»

* [1poakTMBHbIM NOUCK KNDEPYrpo3

* [NpuHumn «Assume Breach»

 [NpepBaTthb Kill Chain atakytouiero — Toxxe nobeana
* Intelligence-driven Detection & Response

« 3HaHue TTPs atakywowmx (MITRE ATT&CK)

* Mindset aTakytouiero



HemHoro TepmnHoB — Cyber Kill Chain

PRE-ATT&CK ATT&CK for Enterprise

Priority Definition Initial Access
Planning, Direction Execution

Target Selection Persistence
Information Gathering Privilege Escalation
Technical, People, Organizational Defense Evasion

Weakness Identification ' Credential Access
Technical, People, Organizational Discovery

Adversary OpSec Lateral Movement

Establish & Maintain Infrastructure Collection

Persona Development Exfiltration

Build Capabilities Command and Control

Test Capabilities Impact

Stage Capabilities




MaTtpuua MITRE ATT&CK

ATT&CK Matrix for Enterprise
[ ldciess | Gt | puistece | PrvlgeEsclion | _Deesebision | CrdenlAcosss | Dicovey | Lot Movement | Golecton | Conmandsnd v | tion | _inpac__

Drive-by Compromise AppleScript
Exploit Public-Facing
Application

External Remote

L Command-Line Interface
Services

Hardware Additions Compiled HTML File

Replication Through = Component Object Model
Removable Media and Distributed COM
Spearphishing

Control Panel ltems
Attachment

Spearphishing Link =~ Dynamic Data Exchange

Spearphishing via

: Execution through API
Service

Supply Chain
Compromise

Execution through Module
Load
Exploitation for Client
Execution

Trusted Relationship

Valid Accounts

InstallUtil

bash_profile and .bashrc

Accessibility Features

Account Manipulation

AppCert DLLs

Applnit DLLs
Application Shimming
Authentication Package
BITS Jobs
Bootkit

Browser Extensions

Graphical User Interface | Change Default File Association

Component Firmware

Access Token
Manipulation

Access Token

. Account Manipulation
Manipulation

Accessibility Features Binary Padding Bash History

Discovery

AppCert DLLs BITS Jobs Brute Force

Discovery

Bypass User Account
Control

Domain Trust
Applnit DLLs

Credential Dumping Discovery

Credentials from Web
Application Shimming Clear Command History
Browsers

Discovery
Bypass User Account

Network Service
Control

Scanning

CMSTP Credentials in Files

DLL Search Order
Hijacking

Credentials in Network Share

Discovery

Code Signing Registry
Exploitation for
Credential Access

Dylib Hijacking Compile After Delivery

Netwaork Sniffing

Elevated Execution

Compiled HTML File
with Prompt

Password Policy
Discovery

Forced Authentication

Peripheral Devi
Emond Component Firmware Hooking eripheral Levice

Discovery
Exploitation for

Privilege Escalation

Component Object

Permission Groups
Model Hijacking

Input Capture
Discovery
Extra Window

) Connection Proxy
Memory Injection

Input Prompt Process Discovery

Account Discovery

Application Window

Browser Bookmark

File and Directory

AppleScript Audio Capture

Application Deployment
Software

Automated

Collection )
Media

Component Object Model

Clipboard Data
and Distributed COM P

Data from
Information
Repositories

Exploitation of Remote

Services Control Protocol

Data from Local
System

Internal Spearphishing

Protocol

Data from Metwork
Shared Drive

Logon Scripts Data Encoding

Data from
Removable Media

Pass the Hash Data Obfuscation

Pass the Ticket Data Staged Domain Fronting
Domain Generation

Algorithms

Remote Desktop Protocol . Email Collection

Remote File Copy Input Capture Fallback Channels

Remote Services Man in the Browser Multi-hop Proxy

Replication Through

Screen Capture
Removable Media

Commeonly Used Port
Communication

Through Removable

Connection Proxy

Custom Command and

Customn Cryptegraphic Exfiltration Over Alternative

Multi-Stage Channels

Account Access
Remaoval

Automated Exfiltration

Data Compressed Data Destruction

Data Encrypted
Data Encrypted P
for Impact

Data Transfer Size Limits Defacement

Disk Content
Protocol Wipe
Exfiltration Over Command

and Control Channel

Disk Structure
Wipe
Exfiltration Over Other
Network Medium

Endpoint Denial
of Service
Exfiltration Over Physical
Medium

Firmware
Corruption

Inhibit System
Recovery

Scheduled Transfer

Network Denial of
Service
Resource
Hijacking
Runtime Data

Manipulation




Taktnka Credential Access

SASS Memory
Security Account Manager
NTDS

e . DCSyne
0S5 Credential !

Dumping (g

Proc Filesystem
/etc/passwd and /etc/shadow
Cached Domain Credentials

| 5A Secrets




Pyramid of Pain

David J Bianco 2013r.

A eTough!

Tools eChallenging

Network/ oA .
Host Artifacts nnoying

Domain Names Sim ple

Hash Values eTrivial




Uto HYy>kHO anga Threat Hunting?

« KomaHpa
* nybokme 3HaHunsa 6esonacHoctTn OC n ceten
* BHYTpPeHHMe mexaHnsmbl OC
* Knbeppassegka
¢ XOCTOBad U ceTeBasi popeH3unka
* pearnpoBaHMe Ha NHUWOEHTHI
 JlaHHBbIe
e wTaTHble cobbiTua OC
e pacwumpeHHada Tenemetpud EDR
* ceTeBad TenemMeTpus
* WMHCTpYyMEHTLI

 [lpoueccol



YMeHune HaxoanTb aHoOMasrimu

Figure 13: Example process tree of a cmd . exe shell spawned under the suspicious
rundl132. exe process

=¢§ 2020 THREAT HUNTING REPORT
: INSIGHTS FROM THE CROWDSTRIKE OVERWATCH TEAM
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OxoTa Ha Impacket

 |oC-based noagxon

*  X3LW-CYMMbl HEKOTOPbIX YTUINT N3 cocTtaBa Impacket

Tools MD5 SHAT
psexec.py 2773C4094DACEDOF193C3B310B6CC287 | 1CB2D13297C7A82DEF2ZAB408CEABOSFDOAZ5ALCA

smbexec.py = DC8094A0EZASAA30677C4DEB31523356  AB265D68F/ABTFACEDEBOBS2E2D4ACT189ADODEZES

wmiexec.py | 15CF3D5B72D037EAESDICE1BFI179E4B 81D9A370D3C1C64E1F9CODCDABEB241A7CIEF20F




OxoTa Ha Impacket

Tools-based nogxon (Smbexec.py)

Host Indicators

MNetwork Indicators

Process-specific command
lines:

Ch\Windows\system32\cmd.exe
/O Jc echo cd n=
W27.0.0.1\C%\_output 24>a&1 >

CA\Windows\TEMP\execute.bat
& C\Windows\system32\cmd.exe

/Q Jc

C\Windows\TEMP\execute. bat
& del
C\Windows\TEMP\execute. bat

A specific name of a remotely created service:
content: "B|00|T|00|OC|00|B|00|T|00|O"

A specific command line for the created service
(IpBinaryPathName):

content:
“%|00|C|00|0|00|M|00|S|00|P|00|E|00|C|00|%|00]
|00|/|00|Q|00] |00|/|00|c|00|
|00|e|00|c|00|h|00]o|00]| ™

A specific host name used as an argument
of function ROpenSCManager:

content: "D|00|U[00|M|O0|M|00[Y"




OxoTa Ha Impacket

« TTPs-based noaxoa

« PsExec ucnionb3yem ripomokosi SMB 0r151 noOKrto4YeHUs K yoarieHHOMY Xocmy,
Korupyem gbalsi ¢ rosie3Hou Hazpy3kou, co30aem cepsuc ¢ «paHOOMHbIM»
UMeHeM U 3aryckaem cKomnuposaHHbIU caursl

* Wpewn onsa OeTekTUpyoLWmMX npaBun:

« CEeTeBOM BXO[ Ha XOCT C MocneayL MM co3gaHnemM B CUCTEME CepBuUCa;
« CcO3[JaHue 1 yaganeHue cepauca B KOPOTKUIA NMPOMEXYTOK BPEMEHMU;
e CcO3[0aHue cepBuca C «paHAOMHbIM» UMEHEM;

« [lpakTnyeckme nodble “XaHTbl” MOTyT BblgaBaTtb FPs
e [1na KOPPEKTUPOBKN NpPaBU HY>XHO MHOIO TeNeMeTpum

« SIGMA npaBuna TpebyoT MHOIO TIOHWHra



[ eHepauma ngen gnga rmnortes

* TexHukn matpuubl MITRE ATT&CK

« AHanuna otyetoB Threat Intelligence

« bnoruy, TBUTTEpP, OOKNAaAbl HA KOHAEPEHLMNAX

« CTFs, Virtual Labs (HTB, GCB, OffSec PG u 1.4.)
 [lpakTuKn pearnpoBaHnsi Ha NHUWMAOEHTDI
 [lpakTuUKn TeCTUPOBaAHUSA HA NPOHUKHOBEHUE

« Kypcbl No npakTnyeckon KnbepbesonacHOCTH



TTPs - L aby rinth Chollima (K H D' P) £ NSGHTS A THECROWDSTRE VERWATGH TN

 LlutaTbl n3 otyera:

» «A suspicious dynamic link library (DLL) file named desktop.dat,
masquerading as a .dat file, was loaded into memory by rundli32.exe in
an unusual mannerx»

* «Rundll32.exe was executed under Microsoft Word process»

» «Example process tree of a cmd.exe shell spawned under the suspicious
rundll32.exe process»

 Wpgen onga rmnoreas:
* co3gaHue danna c PE 3aronoBKOM 1 HETUMUYHBIM 519 UCNOSMHAEMbIX
doannoB paclUMpPEHNEM
e cTapT npouecca rundll32.exe poantenbcknm npoueccom MS Office
* 3anyck KomaHgHoro nHrtepnpetatopa cmd.exe npoueccom rundll32 @

CHOLLIMAS
N. Korea



TTPs - PANDA (K nTa |7|) IR INSIGHTS FROM THECROWDSTRIKE OVERWATCH TEAM

 LUwuTatbl U3 otyera:

« «China Chopper web shell beneath the likely exploited Apache web server
process httpd.exe»

* «The binary was masquerading as the Microsoft shared service host
process svchost.exe»

« «the actor attempted to launch PowerShell to download malicious binary»

 Wpewn onga runortes:
e CTapT NpoLeccoM Beb-cepBepa KOMaHAHOro MHTeprnpertaropa cmd.exe
e CO34aHME UCMONMHAEMOro CKpunTa B Katanore Beb-cepsepa (Mno
pacCLUNPEHNIO)
e coO3gaHue panna BeO-wwenna B Kartanore Beb-cepsepa (Yara)
e CTapT npouecca svchost.exe 3 HETUNUYHOro Katanora/HeETUNUYHbIM

poauTenem @
* MUCrnosib3oBaHue crieundunydHbix Powershell komaHaneToB Anst ckavynBaHus
dpannoB c BHELIHUX pPeCypCoB PANDAS

China



TTPs - Tracer Kitten (|/| pa H) 2N INSIGHTS FADM THE CAOWDSTRIE OVERWATCHTEAM

 LUwnuTtaTel 3 otyera:

* «SSH tool called Bitvise was installed on the system, and proceeded to take a copy of
this and rename it within an Adobe directory to appear associated with the Adobe
program»

* «identified that DNS (TXT record) tunneling was coded in as the C2 mechanism

* «atypical living-off-the-land technique being employed to exploit the LSASS process via
the use of comsvc.dll»

* «the adversary attempted to run Invoke-TheHash, an application used to perform pass-
the-hash attacks»

 pewn ansg rmnoTtes:

« 3anyck nepemmeHoBaHHbIX yTUNnUT knacca RAT (VERSION INFO)
e aHoManbHOo bonbLioe kos-Bo0 DNS TXT 3anpocos

« 3anyck rundll32 c komaHgHou cTtpokoun, cogepxalen comsvce.dll n «MiniDump»
e [OEeTeKkTupoBaHune cneymdunyHelx komaHanetoB Invoke-TheHash @

KITTENS
Iran



[TonesHble CCbINKU %’é Bl.ZONE

Crtatbn komaHgbl BI.ZONE SOC:

f- Cyber Polygon
« Threat Hunting. Why might you need it \z “Y yg

* )

 Threat Hunting B aencTBum

* )

 Threat Hunting. OxoTa Ha NPOABUHYTbIE TAKTUKU U TEXHUKU aTaKyHLNX
. )

Cnacunbo 3a BHMMaHue!
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