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Paspa6oTka & JIK: umdpsi

« ~750 paszpaboTunkoB

« >200k cTpok Kopga meHseTc
eXXerogHo

* ~70 npoaykToB (NPUNoXXeHU)
Ha noanep>XKe

* 100+ KpynHbIX pennsos

NPOAYKTOB €XXerogHo




PaspaboTka B JIK: undpel 7
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PaspaboTka B JIK: undpel 8

Scheduled AllPdk-PullRequest status

11:06:40
09:43:20

08:20:00

1070 penusos
R 3a nocnegHuI
04:10:00 s ron

02:46:40

06:56:40

01:23:20

00:00:00
6/312:00 6/4 00:00 6/412:00 6/500:00 6/512:00 6/6 00:00 6/6 12:00 6/7 00:00 6/712:00 6/8 00:00

InProgress Current: 00:48:18 == Succeeded Current: 07:03:58 Failed Current: 01:30:22 == PartiallySucceeded Current: 05:51:44
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Be3onacHoe NO: ¢ yero Havanca SDL

—

Mopaenun yrpos n puckim oT BUPYCHbIX aHaJINTUKOB
MHuumnaTtmea 6e3o0nacHOCTM OT KOMaHA, U OTAESbHbIX pa3paboTunkos

3auyaTkun npoueccoB, KOTOpble NOAAEPXXNBANNCH NSHYTPU KOMaHAaMun pa3paboTku

TecTnposaHune

o M D

Mpouenypa 06paboTkm o6paLLeHnit BHELLHUX UCCriegoBaTeneii

» KonnuecTBo n3BecTHbIX Npo6nem 6e3onacHOCTU Ha MOMeHT ctapTa SDL ~ 115

P [MpoekTHas komaHaa (YaCTUYHOE BOBIEUEHNE) COTPYAHUKOB ~ 7 yen
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Be3onacHoe NO: ¢ yero Havanca SDL

,"WlleeakS Leaks News About Partners Q s

Vault 7: CIA Hacking Tools Revealed

Q o ormandy @
. Tt
Kaspersky "heapgrd" DLL Inject @taviso

Overview Okay, first Kaspersky exploit finished, works

The Kaspersky AVP.EXE process references a DLL called WHEAPGRD.DLL. "

by the PSP). Due to a UNICODE/ASCII processing mistake, the DLL name is | " w

typicall installations, this causes Kaspersky to look for the DLL “CWHEAPGRL g re a t 0 n 1 5 a n d 1 6 . W I | I m a I | re po rt afte r
process enables us to bypass Kaspersky's protections.

" 1
This vulnerability is limited to some of Kaspersky's previous releases (on both 2 d I n n e r [ ;GG @ r ya n a r a I n e

Vunerable = - e, SRTETT L D B3 D LTS VIO R AR AN e
L 360 KB LS BOEA K 2468 Micosoft Distibuted Transa
1.KIS7 ® Seschindess e EE MB 1.3 B 17,720 K 138K 2744 Microsolt Windoss Sesdh |,
2.KIS 8 .
3 WKSTN MP3 = ¥y avpese o Z1Z2E MB @56 KB 209 e I HI2IT2N 2532 Kasperdy AntiVinus
L S s 1.08 1.3 M8 B2 KB BT ALK TITES2E 392 Kasperdoy Antvius
Not Vulnerable ! m 7 v, et 140 8 208 1500 K B4 K 060 Wil bl Helpes
N o] e i £ A 1552 Windows Calculsion
1. KIS 9+ 57 lepss o 38 kB 1381 KB 3804 K 068K 636 Local Secusity Suthosty Froc.
w7 larm e 25K 4 IR K Bidd Local Sesmon Marnage: Seiv

743 PM - 4 Sep 2015
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SDL. lokymeHTbI

HasBaHue AOKYMEeHTa

MpaBuna npoBepeHUs TeCTUPOBaHNSA Ha MPOHUKHOBEHUNE

Mpouecc Secure code review

Secure coding guideline (checklist)

Mpouecc moaennpoBaHus yrpo3s

WHcTpykuua pna Security Champion no npoueccy mogenmpoBaHus yrpos

Mpouecc ¢passnHr TecTUpoBaHUs

Mpouecc ynpaBneHus ysa3BMMOCTIMA

PykoBopacTBo no paspaboTke 6e3onacHoro nporpammMmHoro obecneveHus

I'Ipou.ecc cTaTn4yeckKoro aHaamnsa Kkoga

I'Ipou.ecc ANHaMn4yecKkoro aHasnmsa Koga

Mpouecc ncnonb3oBaHUa CTOPOHHUX BUBANOTEK
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SDL. Jliogn v ponu 13

Komanpa paspaboTtku

MeHep>xepbl NPOAYKTOB

Komanpa cepTudukauun

QA (KkoHTpoONb KavecTBa)

OTpen 6e3onacHOCTU NPOAYKTOB




SDL. Jliogn n ponn

Product 1:
* Security Champion

Product 2:
» Security Champion
* MeHef

Product N:

* OTpen 6esonacHocTn * Security Champion
* MeHepxep npoekTa

NpPoAYKTOB

Components:
* Security Champion
* TeamlLead




SDL. JTiogu u ponn — Security Champion

» Security yemnuoH:

 Haxogutca BHyTpu KomaHgbl
« Kak npaBuno apxutekTop nnu
BeAYLMIA pa3paboTumk
« 3HaeT 06 nsmeHeHuax
* [lpoBoanT npeaBapuTenbHbIA security
aHanns3

* [lpuBnekaet Application Security
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OTtpen 6e3onacHocTun MO

Vulnerability Response Security Risk Assessments

Pentest prOd uct Security Requirements Whack-A-Mole

Security Elimination

Analysis,

Testing Design

Development

Fuzzing Attack Surface Analysis

16
TpeboBaHusa no
6es3onacHocTn

Mopenu yrpo3 Ha OCHOBaHUN
cueHapues

CTtpaTterns muturauuia puckos
MpoBepka 3akpbITUS PUCKOB

das3unHr n TecCTMpoBaHME Ha
NPOHUKHOBEHUE

AsTOoMmMaTu3aums
TecTnpoBaHUS TpeboBaHMiA

ABTOmMaTnsaumna ¢assnHra



SDL. O6yueHne

ments =tation on
HanmeHoBaHune YyacTHUKN

SDL. BeBopaHbIiA Kypc

BesonacHas paspabotka C/C++
MopennpoBaHue yrpos

Fuzzing

BesonacHocTb Web npunoxennia
BesonacHocTb MOBUbHBIX NPUNOXEHWIA

KpunTorpadus

Bce

Paspa6oTtumnkn, PykoBoauTtenn komaHg,
ApxuTekTopbl
PykoBoaunTenun komaHa, ApxmTeKTopbl,
Security 4YeMnUoHbI
PykoBoaunTenn komaHa, ApxmtekTopl,
Security 4eMnu1oHbI

Bce

PaspaboTtumkn, PykoBoauTtenu komaHa,
ApxuTekTopbl
PaspaboTtumkn, PykoBoauTtenu komaHa,
ApxuTekTopbl
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SDL. VULN. O6wue TpeboBaHung

=
=tation on
TpeboBaHune

Up-to-date third party software

Perform static analysis

Prevent local privilege escalation

Mitigate network vulnerabilities (incl OWASP's Top 10)
Mitigate risks of sensitive data disclosure

SDL

Basic security requirements

Secure communication with KL infrastructure

18



SDL. MoaennpoBaHue yrpos

Require-
ments

MeTtoponorus:
STRIDE
DREAD

1.
2_ @
qu st ol T
3. PASTA Q7S Ve l
4. Ki" Chain EuPoum ey \Q.juy
5. OWASP ,
mages efc
6 ?roducl’: RODUCT Load product
data

STAT! c

Data Flow Diagram

okl Validate user

..... mixed?

PexomeHpauum rypy:
1. KoHueHTpupoBaTbcs Ha BaXKHbIX NpoAyKTax/Moaynsx
2. OnucbiBaTb M 06cyXKaaTb U3MEHEHNS

3. PucoaTb guarpammbl, CXeMbl, naeanbHO — apxXuTekTypy (Ha gocke, 6ymare,

rae ypobHee)
1. 3apaBaTb BOMPOCHI «a YTO ecnu»
2. NpeHTnduumpoBaTb pnckm 6e3 NpnBA3KM K peanusaumm

\~~THE VALUE.OF
nmtnr Mommm
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Implemen Verificati
. Release Response
-tation on

LE
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privilege
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modeling

designing for security




SDL. MoagennpoBaHue yrpos

Require- Impleme Verificat Respons
. . Release
ments n-tation Te]4] e

OcHoBHble cL,eHapuM NPUNOXKEHUS, BAusiiowme Ha 6e3onacHOCTb:

1. MNMpepocTaBneHue nHTepdeiica — NOBEPXHOCTb aTakun
MapcuHr paHHbIX — yaaneHHble aTaky € BbiNo/IHEHNEM KoAa
CeTeBoe B3anmopeicTBMe — pacKpbiTUe AaHHbIX, NepexBaT yrnpaBieHNs

N3meHeHne OKPYIXeHUsAa — JioKkaJibHO€ noBbilleHne ﬂpl/lBI/I.HGI'I/Iﬁ

LS

XpaHel-me AaHHbIX — pacKpbiTUe JaHHbIX

llog/Bnd|

[sepdhive cataly/|
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SDL. AHanus ncxogHoro Koga

Require- Pesizs Imple_men Verificati Release Response
ments ~-tation on

LieHTpanusoBaHHbI oTYeT No nokpbiTnio CodeReview
C6op apTedakToB 1 NOCTPOEHNE OTHETOB poboTamm

Commits

WITH REVIEW

60

REVIEWED
100%

I With review [ Without review

WITHOUT REVIEW

0

+120-10

Q

+30-13

Q

+1221-335

Q

+16

Q

+242 -87

Q

1

Q

+34-15

Q

+458 -3872

Q

+154 -59

Q

+16 -7

Q

+30 -71

-~

21



SDL. CtaTnuyeckuin aHanns 22

Verificati

Require-
ments

Design Release Response

on

Y 3 | QuickLaunch (Ctrl+Q) P - o x

. b VirtualDub - Microsoft Visual Studio (Administrator)
HC I pymel I I bl. FlE EDIT VIEW PROECT BUND DEBUG TEAM TOOLS TEST ANALYZE PVS-STUDIO WINDOW  HELP signin [
© -0 @ -2 W W¥|9 - | P Local Windows Debugger - | Auto (Retease - xea || @ i

olution Explol . maincpp £ X
Al o-2aB ‘ e %] vdicmdrv -]l (Global Sgope) ~||@ create_translation() -
DWURD CUF_1a0 = STart_ldy X
» Search Solution Explorer (Ctrl+) o~ A -
[ ] P V S St u d I o 131 Solution Virtual Dub’ (10 projects) - do { \\
P [%] Dita (Visual Studio 2010) . . .
b [l Setup (Visual Studio 2010) if (cur_id != BOGUS_DRIVER ID && cur_id) {

b [%) Sylia (Visual Studio 2010) if (!find_xlator_by_idletgur_id)) { 1

.Clang b (8] test (Visual Stucio 2010) DriverPtrTranslator *dpty
Solution Explorer [EEETlSN el W \
Propert -1 x | if (!(dpt = new DriverPtrTManslator)) return @;

o S V a C e c'fﬂtef"ﬂ"s'ﬂﬁ“ e : dpt->prev = NULL; va - STUd io

P - Name) . = dpt->next = active_opens;lo
ame) create_translation . .
o M D ( a n r o I ) File c\selftester\sre\virtuale dpt->idié = cur_id; 4
FullName create_translation - 4

OLint (android) Cor 1| start_id = (cur_id;)f& exFFFf; |

| Fails:0 | Levels: 412 2,48 /3 30 Analyzers GA OP 64 CS @33 % ¥ €1 5 °\ | VirtualDub.plog

Code  Message Project File Line Q -
W72 V512 Acall of the 'memcmp’ function will lead to underflow of the buffer ‘tmpbuf', test testbufferedstream.cpp 28 v
w 7 4 V690  The VDPixmapBuffer class implements a copy constructor, but lacks the '=' test pixmaputilsh 124
CTtatTnyeckunim aHann3aTto p AO/MKEH cpertn I cangerus e v e
72 V668 | There is no sense in testing the ‘dpt’ pointer against null, as the memory was Vdicmary maincpp 79

allocated using the 'new’ operator. The exception will be generated in the case of

ncnonb3oBaTbCyd B memory slotston etor

. V570 Itis odd that the object which was created using ‘new’ operator is immediately  vdicmdrw ccompremote.cpp 40 v
cast to another type

6"0'(“ pymmem pe)l(“Me 77 4 ¥595  The IpbiGutput’ pointer was utilized before it was verified against nullptr. Check  vdicmdrv ccompremote.cpp 105(.) -

Output Find Results 1 Find Symbol Results

Ready




SDL. 3-rd party 6ubnmnorteku 23

ments on

[Mpouecchbi:

npoBepKa Ny6NYHbIX y93BMMOCTEN
Mpuropurtesauns

3. lNepepaua 3anpocoB Ha ucnpaeneHnNs B NPOAYKTbI U
KOMMOHEHTbI

N~

- MpoAyKTbl, KOMNOHEHTbI, CEPBUCHI:
= 1. YcTpaHeHne yasBumocTel

C ilities and

open source



SDL. IunHamunyeckuin aHanus 24

Require- - Implemen
Release Response

NHcTpymeHTbI:
&% Application Yerifier 4.0
L] L] L] L] Ek Ei W w
*Application Verifier T ottt timtotet ) e sttt o
. . . = pr - 1D an on ' more information see
Driver Verifier s -
*Dr.Memory/compiler specific o Esentrs
%k e l Add Application |Handles
* * - sanitizer (address-, memory-, etc.) Dokt Actn s
*Valgrind i =
Restore Defauls [%_nse >
- B[] Compatibility
[ Low Resource Simul:
[T LuaPriv
B[ Miscellaneous
[ Prinking




SDL. IunHamunyeckuin aHanus 25

Require- - Implemen
Release Response

DLL Hijacking:

* DLL is loaded by short or invalid path

* DLL is loaded by unsafe path

* Resource is accessed by path with weak ACL

Data corruption:

* Write to external folder under priveleged user
Mpoeepka 3aronoeBka ucnonHsemoro gpaina:
* DLL does not support DEP

* DLL does not support ASLR Mpouee:
* DLL does not support isolation *  Write & Execute memory detected
* DLL does not support GS * Using insecure protocol detected

* Inprocess loaded unsigned module



SDL. Fuzzing 26

* Web API ana nepepaun TecToB Ha TeCTUpoOBaHNe FUZ Z1 N G

pamsuQrdl == 'mIMRHI

» ABTOMaTMuecKkuii 3anyck HoBoro ¢pasuHr-tecta Ha pepme

Fuzzing with AFL




SDL. My6nnyHble ya3sumocTn

Implemen Verificati

Design Release

-tation on

KASPERSKYﬁ Create Request | Personal Account Vulnerability Report: List of Advisories

SOLUTIONS RENEW DOWNLOADS SUPPORT RESOURCE CENTER PARTNERS ABOU

Kaspersky appreciates the ongoing efforts of the independent researchers that help us make our products and solutions more efficient
_ and better protected. Below you can find a list of disclosed vulnerabilities and researchers that reported them to us.

Home — Support — Vulnerability Report

RGLITHETICSE  Vulnerability Report: Report a vulnerability Advisory issued on 11th July, 2019

l Overnview

- Kaspersky Lab Policy on Vulnerability Reporting and Disclosure
Kaspersky Lab appraciates the important work of sacurity researchers, who identify ar  Advisory issued on 8th July, 2019

l List of Advisories vulnerabilities in the products of Kaspersky Lab.

If you believe that you have discovered a security vulnerab

To contact us, use the form bslow. Advisory issued on 8th May, 2019

Please provide as much information as possible so that we understand the level and u

in a Kaspersky Lab pro

Kaspersky Lab will review this information and inform you of the results of the analysi

We kindly ask that you not make any vulnerability public until it is fixed by Kaspersky Ad\fisor’y issued on 24th December, 2018

Please note that Kaspersky Lab may or may not make additional disclosure of a vulne
You can also contact us by email at Vulnerability@kaspersky.com using the PGP key.

Advisory issued on 19th July, 2018

Advisory issued on 12th April. 2018

Was this information helpful? “
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Implemen Verificati

Design Release

-tation on

*BugBounty nporpamma
*[Mnatdpopma Hackerone
o $100 000 BosHarpaxkaeHne

|1 Hacktivity Directory Inbox Hacker Dashboard Program Dashboard Program Settings Job Board

. . - - Launched on Sep 2015

Kaspersky is the world's largest privately held ven * -

for businesses and consumers. All metrics include reports that were submitted by your own program members as well as external reports that were submitted

outside of HackerOne.
http://www.kaspersky.com - @kaspersky

Reports resolved Assets in scope Average | Total Submissions 445 Average Response Time 6 dayS
186 - -

Open Reports 57 Average Triage Time amonth
Policy Hacktivity Thanks Updates (0)

Closed Reports 388 Average Bounty Time 15 days
Policy

Reports Rewarded 58 Average Resolution Time 4 months
Because security is the critical to everything we do, Kaspersky launch
in 2018, the company updated the program in accordance with its Glc X
that security researchers can provide in helping us maintain the high: Reports Resolved 184 Total Bounties $64,050

This includes coordinating vulnerability research, mitigation, and disc

Hackers Thanked 154 Average Bounty $1,104
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Require- Desi Implemen Verificati
esign - Release
ments -tation on

Submissions Chart Table

*BugBounty nporpamma
*[Mnatdpopma Hackerone
o $100 000 BosHarpaxkaeHne

40
35
30 A
25

20

@ Submissions @ Valid In Triage ® Resolved



SDL. CepTndukaumnsa 6esonacHocTu

TOV

AUSTRIA

“cepTuoukAT T9Y

-

CERTIFICATE

Certification according to IEC 62443

Security for industrial automation and control systems
Part 4-1: Secure product development lifecycle
requirements (IEC 62443-4-1:2018)

ISONEC 27001:2013

B cooTseTcTaNM ¢ rpousRypaM TUV AUSTRIA Deutschiand sacrompms nogTaepasertca, ¥o

AO «Jlaboparopus Kacnepckoro»
Nenmnrpaackoe wocce, 4.39A/2
125212, r. Mocksa

Poccuiickan Qegepaumn

In accordance with TUV AUSTRIA SERVICES procedures, it is hereby certified
that

Nowwenser ccrewy crasony 8 CrezpOUYS

oOacyn Kaspersky Lab JSC

Docracia - ~ e Leningradskoe sh. 39A bid.2
b pyxTyphi K i 125212 Moscow

(KSN), w y Lab Di Russian Federation

File System (KLDFS) n oﬁecneuemce Aocryna

CERTIFICADO | CEPTUOUKAT

applies a secure product development lifecycle in line with the above standard
fRedcTeyoume sasenesme O TpmeeenocTe V20 18 08 2019 at a maturity level of 3 for the following scope

PanncTpaumonssi nouep cegTudwara: TAD ISMS 19524 Oeacramamsoc 20

nsvcv-fane-,o 2
%ra?

Ginaepumagy, 2018-12-13

8e
Ve
Ba

Kaspersky Industrial Cybersecurity for Networks

Based on inspection report: AU-20042706
Initial certification 2020-09-01
Valid until 2023-08-31

Opras o cepriguagne
TUV AUSTRIA Deutschiand GmbH

=
<
o
&
=
o«
w
)
w
=
<
o

Raroran roosesera s c
o TOV AUSTRIA Dautechiand Gk & Pasexar peryresa raccpeans S{EATSM
TOV AUSTRIA Deutschiand GmbH  Kurze SyaGe 40 D-70794 Fidarstadt  www av-ad d=

CE

- Certification Body H
x at TOV AUSTRIA SERVICES GMBH Vienna, 2020-09-01 i
{ pAkks E . 3
3 [ This was in with TOV AUSTRIA SERVICES auditing
e N and certification procedures and is subject to regular surveillance audits.

TUV AUSTRIA SERVICES GMBH  Deutschstraie 10 A-1230 Wien  www.tuv.at

040008201 e



Bonpochbl?

SECURITY IS

EVERYONE'S
RESPONSIBILITY

Onvrpuia LLmoianos

PykoBoguTtenb otaena 6esonacHocTn
NpPOrpaMmMHbIX MPOAYKTOB

lkaspersky



