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POPMAJIbHbIE MOAEJIN YTIPABJTEHNA OOCTYTIOM

N NX BEPUOUNKALNSA 02

CDopMaanble MoAaesn ynpasieHuna AoCtyrnoMm:

> Mogenb benna-Nallagynbl — OC Multics (Bell D.E., LaPadula L.J. Secure Computer Systems: Unified Exposition and Multics
Interpretation. Bedford, Mass.: MITRE Corp., 1976. MTR-2997 Rev. 1);

> Mogenb buba — OC Multics, OC Microsoft Windows Vista/7/10 (Biba K.J. Integrity Considerations for Secure Computer
Systems. Bedford, Mass.: MITRE Corp., 1975. MTR-3153);

> MPOC/ AMN-mozenb — OCCH Astra Linux Special Edition (besonacHocTb onepaumnoHHOM CUCTEMbI CMELMAIbHONO Ha3HAYeHUs
Astra Linux Special Edition. YuebHoe nocobue gns sysoB/ I1.B. bypenun, IN.H. desaHuH, E.B. JlebeneHko v ap.; MNoa pea.
[OKTOpa TexH. Hayk, npodeccopa N.H. desHuHa. 3-e uspaHue, nepepab. u gon. M.: Nopsayas nuHusa — Tenekom, 2019. 404 c.: nn.).

Bepudpunkaumua popmanbHbIX Mopesien ynpaB/ieHUsI [OCTYNOM:

> Event-B, Rodin (Abrial J.-R., Butler M., Hallerstede S. et al. Rodin: An Open Toolset for Modelling and Reasoning in Event-B //
International Journal on Software Tools for Technology Transfer. 2010. Vol. 12, no. 6. P. 447-466);

> AstraVer Toolset (deesHuH 1.H., E¢ppemos [.B., Kynamun B.B., [lemperko A.K., Xopowunos A.B., LLlenemkos U.B.

MopenupoBaHue 1 BepudmuKaums NoaMTUK 6e30MacHOCTU yrNpaBneHUs 4OCTYNOM B ONEPaLMOHHbIX cucTeMax. M.: lopsivaa nnHus
— Tenekom, 2019. 214 c.: vn.).




TPEBOBAHWA MO BE3OINMACHOCTN UHOOPMALNN,
YCTAHABJ/TIMBAKLIME 6 YPOBHEW OOBEPUS

(MPUKA3 GCTIK POCCUU OT 30.07.2018 N2 131)

5 YPOBEHb AOBEPUSA (OBBEKTblI KUU 2 KATETOPUWN, TNC 2 KNACCA SALUMNLLEHHOCTMW)

> M,D,EHTMCI)MKaLI,MFl M aHa/In3 CKPbITbIX KaHaJ10B MO NaMATW.

4 YPOBEHb ALOBEPUSA (OBBEKTbI KU 1 KATETOPUAU, TUC 1 KNTACCA SALLUMLWLEHHOCTMN)

> Mogzenb 6e30MacHOCTU, BKJIHOYas peasiu3yeMble NOMUTUKKN YNpaBAeEHUS 4OCTYNOM U dUNbTpaunm MHOOPMaLLMOHHbIX MOTOKOB.

3 YPOBEHb OOBEPUSA (UC, B KOTOPbIX OBPABATbIBAETCA MHPOPMALUA,
COAEPXALUASA CEKPETHbBIE CBEAEHWUA)
> BepuduKaums Moaenm 6e3o0nacHOCTU C UCMOIb30BaHMEM UHCTPYMEHTANIbHbIX CPEACTB;

> M,D,EHTMCI)MKaLI,VIFI M aHa/In3 CKPbITbIX KaHa/10B MO BpPpEMEHN.

1 YPOBEHb AOBEPUSA (UC, B KOTOPbIX OBPABATbIBAETCA NHDOOPMALNUA,
COAEPXALLASl CBELQEHMSA OCOBOMN BAXXHOCTM)

> M,EI,EHTMCI)MKaLI,Mﬂ N aHa1n3 CKPbITbIX CTaTUCTUYHECKUX KaHAJ10B.
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POPMUPOBAHUWE MEPAPXMNYECKOIO

NMPEACTABJIEHUA MPOCH OMN-MOAOEJIN B
MATEMATUYECKOW HOTALIUU

OCCH

1.1 MOAOEJIb CUCTEMbI POJIEBOI'O YIPABJIEHUA
OOCTYIOM ‘
C 3ATIPELLAKOLLMMU POTAMU

!

2.1 MOAOEJIb CUCTEMbI BULOA 1.1
C MAHOATHbBIM KOHTPOJIEM LIEJIOCTHOCTU C
HEBbIPOXAEHHOW PELLETKOW YPOBHEN
LENOCTHOCTU

‘

3.1 MOOEJIb CUCTEMbI BULA 2.1
C MAHOATHbBIM YMPABNEHMEM OCTYNOMC —
MHOOPMALMOHHBIMN MOTOKAMU MO NAMATHU

'

4.1 MOOEJ/Ib CUCTEMbI BUOA 3.1
C MAHOATHbIM YMNPABNEHMEM OOCTYNOMC —»
MHO®OPMALMOHHbIMU NMOTOKAMU MO BPEMEHMU

CYBA POSTGRESQL

1.2 MOAOEJIb CUCTEMbI BULOA 1.1
M PONEBOIO YIPAB/IEHUSA
OOCTYNOM CYbA POSTGRESQL

!

2.2 MOAOEJ1b CUCTEMbI
BUAOB 1.2 N 2.1

I

3.2 MOAOEJIb CUCTEMbI
BMAooOB 2.2 13.1

!

4.2 MOOE/Tb CUCTEMBDI
BMOOB 3.2 N 4.1
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NMPUMEP ONMNUCAHNA MPOCJT ArN-MOAEJIN B

dOPMAJIM30OBAHHOM HOTALMU

workspace - dp-model5/2-M-MIC.bum - Redin Platform

File Edit Navigate Search Project Run BMotion Studio ProB Window Help
N RACNFERCSHE - HU R SE A SR RS IRG-RcR A

b Event-BExplorer 2| = O | @ 1-M-RBAC @ 2-M-MIC 12 @ 3-M-MLS-MFlows @ 4-M-MLS-MTFlows
R 5 USErurarolesls: WU, - U € USErACCS A I € USeruUraroLesliU] = ROLeInTir] € USerLntiu) not tnearem
B & B s UserOrdRolesI4: Wu, rl, r2 - u € UserAccs A rl € UserOrdRolesI(u) a r2 € UserOrdRolesI (u)
J J A RoleInt(rl) = RoleInt(r2)
= rl = r2 not theorem
s UserOrdRolesIS: Wu, r, p » u & UserAccs A r € UserOrdRolesI{u) & p e UserOrdRolesI(u)

~ & dp-models A p € RParents(r)
» @ 1-C-RBAC = (31 - 1 e Int A RoleInt(p) = RoleInt(r) v {1}) not theorem
e UserOrdRolesI6: Wu, r, p - u € UserAccs A r € UserOrdRolesI{u) A p € UserOrdRolesI(u)
» @ 2-C-MIC A (31 - 1 e Int A RoleInt(p) = RoleInt(r) u {1})
= p € RParents(r) not theorem
» @ 3-CMLS e UserOrdRolesI7: Wu - u € UserAccs = UserOrdRole(u) e UserOrdRolesI{u) not theorem
¥ @ 1-M-RBAC

° DeFactoOwnl: Vs - s € Sub]ects = s & DeFactoOwn(s) not theorem Onpegenexne o.1,.01.
-MIC = DeFactoOwn2: Vs, o - s € Subjects A o € DeFactoOwn(s) A WithoutCoop = TRUE

= SubjectInt(o) c SubjectInt(s) not theorem :Onpepenenmne 0.l.06., Yeioswe L. 1.
+ @ 3-M-MLS-MFlows

o IEntityl: EntityInt(IEntity) = HighI not theorem :Mpeanonoxexue n.ll.06. Ycnosue 8

» @ 4-M-MLS-MTFlows = IEntity2: Direct(IEntity) = TRUE not theorem
o IEntity3: ¥s - s e Subjects A SubjectInt(s) = Highl A WithoutCoop = TRUE
= IEntity » WriteA € SubjectAccesses(s) not theorem
= SAL: ¥s, e + s € Subjects A e € SEMFlows(s) A e € SA A WithoutCoop = TRUE
= EntityInt(e) ¢ SubjectInt(s) not theorem :Teopema - ycnoswe 3 (f_correct)
s SPl: ¥s, p - p € Entities A s € ESMFlows(p) A p € SP A WithoutCoop = TRUE

= EntityInt(p) c SubjectInt(s) not theorem :Teopema - ycnoewe 3 (p_correct)

= SP2: ¥s, p - s € Subjects A p » ReadA € SubjectAccesses(s) A p € SP a WithoutCoop = TRUE
= EntityInt(p) c SubjectInt(s) not theorem :Teopema - ycnoewe 3 (p_correct) (7)

s SP3: ¥r, p + r € OrdRoles u AdmRoles & p » Read € RoleRights(r) A p & SP A WithoutCoop = TRUE
= EntityInt(p) ¢ ReleInt(r) not theorem Teopema - ycnosme 3 (p_correct) (?)(?)

= SubjectFal: Vs, e - s € Subjects A e € Entities A e € SubjectFA(s) A WithoutCoop=TRUE
= SubjectInt(s) ¢ EntityInt(e) not theorem :Teopema - ycnoswe 1

s SubjectFPl: ¥s, p - s € Subjects A p € Entities A p € SubjectFP(s) A WithoutCoop=TRUE
= SubjectInt(s) ¢ EntityInt(p) not theorem >Teopema - ycnosue 2

s SubjectFP2: ¥s, p, r - s € Subjects A p € SubjectFP(s) A r € OrdRoles u AdmRoles
A p » Read € RoleRights(r) a WithoutCoop = TRUE

= EntityInt(p) c RoleInt(r) theorem :Teopema - ycnosue 2
EVENTS
s INITIALISATION: extended ordinary
THEN

¥ Symbols | =g Progress 2

05

ITFlows.bum - Rodin Platform

ft Run Rename BMotion Studio ProB Window Help

W HC R A N e

@ 1-M-RBAC @ 2-M-MIC @ 3-M-MLS-MFlows [@ 4-M-MLS-MTFlows 2 I

THEN

u {ro

END

* access_write_entity: extended ordinary
REFINES
= access_write_entlty
ANY
°  subject
entity
= 1Subject
> owners
WHERE

subject & Subj
tity € Entita

ts not theorem

n ers 0
€ £ u {entity}

ect) not thearem

L HighI not theorem
ntainers ({entity € dom(EntityNames) A c e dom(
€ Eu {enti b

1 EHol 0 ra » R
s grdl4: B(Subjects) not theorem
s grdl5: Subjects A subject € DeFactoOwn(s) A entity € RwWHole = s e owners not theorem
s grdl6: Subjects A s € owners = subject € DeFactoOwn(s) A entity € RWHole not theorem
s grdl7: RiWHole = owners = @ not theorem
THEN
J actl: Subje sses(subject) = je sses(subject) u {entity » Writea}
= act2: ESTFlows(entity) = ESTFlows(entity) u owners
END
* access_write_role: extended ordinary
REFINES

= access_write_role

entity)) A Parent[E]l u {c} =Eu

tity) not theo
ty) not theo

¥\ Symbols =g Progress &




PELLUAEMBbBIE 3A0A4YN UCCJTTEOOBAHUA

1. Aktyanuzauma MPOCJ] OlN-Mopenn B popMann3oBaHHOM HOTALMU B COOTBETCTBME C UBMEHEHUSMU
ee onucaHusa B MateMatmyeckom Hotaumu, kak gna OCCH, tak n gna CYB/, PostgreSQL.

2. ABTOMaTMU3MPOBAHHAA OeAYKTUBHas BepudUKauMa C NPUMEHEHUEM MHCTPYMEHTA/IbHOro CpeacTBa
Rodin.

3. HaxoxneHune npuemoB dopmuposaHma MPOCJT [Oll-mopenn B MaTeMaTUyecKou WU
hopMann3oBaHHOM HOTAUMAX ANS UX NPUDAMKEHUS K MNpPaKTUYECKOM peanu3aumm  MexaHM3ma
ynpaeneHua poctynom B OCCH w ynpouweHus p[OeayKTMBHOWM BepudpuUKaumMm C  MNPUMEHEHMEM
MHCTPYMEHTaNbHOro cpeacTtea Rodin.

4. WccnepoBaHue  BO3MOXHOCTM  Bepudumkaumm  MPOCJT  [Oll-mopenn wn peanusauumm
aBTOMATU3UPOBaHHbIX TecToB MexaHusMa YynpaeneHus poctynom OCCH ¢ wucnonb3oBaHueM
MHCTPYMeHTa npoBepkn moaenen ProB.
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BEPUDODUKALNA 2 YPOBHA (MKL) MPOC/ AMN-MOAENN

HA A3blIKE METOOA EVENT-B MHCTPYMEHTAJIbHbBIM
CPEOCTBOM RODIN

I Proof Tree 2 mew 6 ¥ =8 |@2M-MIC |G 2-M-MIC ESW = B ||k Event-B Explor & = O
v 3V goal (frees s1,s2,e) access_read_entity/ESMFlows1/INV HolEE ¥
= goal J J o
v )v hyp (sleESMFlows(e)ve » ReadAe(SubjectAccesses<{subject » J LR J
@cvca ¥ s1, s2, e - @access_write_role/grdeWE
» @ ovr in (SubjectAccesses={subject » SubjectAccesses(subjec SIESUbjECt? J\) - [ ] access_write_role/grd7/WC
w» Yiremove € in e » ReadAeSubjectAccesses(subject)u{entity SubjectIntisli#Highl A @ .
- : 2ot access_write_role/grd8/WL
» v hyp (e » ReadAeSubjectAccesses(subject)ve » Readae SQZSEbJEEEE(hz?EEnUUES " Py B - | /2 biectA
L : : I - : 2EsSubjec s2) A access_write_role/Subjec
» 1’ Partltlon. rewrites in hyp Fpal"tlthn(En‘tl‘tleSU,ObJ (s1eEsMFlows(e) v e » ReadAeSubjectAccesses(sl)) A e ) e /Ueernd
v ) remove € in e w BeadAe{entlty » Reada} Wi thoutCoop=TRLUE access_write_role/UserAdn
v ¥ eh with sl=subject = & access_read_entity/grd5/W
v V) ah (e=entity) _ .SubjectIntI{s2)gSubJectInt(sl) @ access_read_entity/grd6/W
@71 goal subjectesSubjects )
@ cvca entityeEntities & access_read_entity/grd8/W
w Weh with e=entity CheckRightE(subject » entity » Read)eP1(0OrdRolesuAdmRoles) & access_read_entity/Subject.
v s_'L/ds _ ) ExecuteContainer(subject » entity)=TRUE & access_read_entity/IEntity3
hd '\*.’z'\?"ohyp (11”5t s2,entity) checkRightEInt(subject » entity » Read)ePl{OrdRolesuAdmRoles) i access_read_entity/ESMFlo
T goa
- -’J"-::ghyp mp (s2eSubjectsaenti tyeEntitis ExecuteContainerInt(subject » entity)=TRUE @ access_read_role/grd21/W|
' i1SubjecteSubjects & access_read_role/grd22/W|
@ cveca 9
v ¥isl/ds wWithoutCoop=TRUE ] access_read_role/grd23/WI
v ¥)remove € in CheckRightE(subject '
; (Frabk (e aerbaslne .%.a..—!,..l...;:l.....a. . Selected Hypothesesl g access—read—rDIEIQrd25[wl
. - = & access_read_role/grd26/WI
[ Goal & (¥ Search Hypothesis O | % Proof Control 52 | [ Statistics ! Rodin Problems ¥ =0
. p 5 8 = 8
Vsl s2 e - [ -H-oNENe . AEEE~ -0~ | V¢ |gE o0 o  ASYM @Type
SlESUbJeC‘tS n _ Identifier Type
SubjectInt(sl)zHighI
sZesSubjects A eeEntities a ARolesaR  Rolesu
eeSubjectFP(s2) A . - AccessRagh P(AccessRights)
(gleESMFlows(e) v & » ReadAe(SubjectAccesses<{subjec Accesses P(Accesses)
=>W1thou‘tCoop:TRUE AdmRoles P(RolesU)
AdmRolesU P(RolesU)

SubjectInt(s2)cSubjectInt(sl)

CPath P(EntitiesU=P(E

CheckRight P(SubjectsUxEnt:




NMPUMEP MCNOJ1Ib3OBAHNSA TOTAJIbHbIX ®YHKLNMN

int pdpml_permission(
const PDPML_T *s, // KOHTeKCT npouecca (CYbbeKT-ceccun)

const PDPML_T *o, // KOHTekcT Oaiina (cywyHocTw)

int mode

// 3anpalveaeMble [QOCTYMG

// NpoBepka YCNOBWI MaHOATHOTO YNpaBAeHWA [OCTYMNoM
if (pdpml_conf_permission(s, o, mode) ) {
return -EPERM;
}
// TpoBepka YCNOBWIA MaHAATHOrO KOHTPOMA LEenoCTHOCTH
if (pdp_ilev_permission(s->ilev, o->ilev, mode) ) {
return -EPERM,

}

return 0;

PparmeHT

08

NPOrpaMMHOIo KoAa

dyHKumm pdpml_permission 8 OCCH

3afaHue ToTalbHbIX (GYHKUUMA
CheckRight n ExecuteContainer
B ¢)OpMannM30BaHHOM HOTaALMUMU

File Edit Navigate Search Project Run Rename Window Help
=T o q Qv g L >t O - Quick Access g [
@ *1-M-RBAC @ *2-M-MIC S@} = 0
o CheckRightIntType: CheckRightInt € (Subjects « (Entities u Roles u Subjects « AccessRights)) — P(Roles) not theorem
NMA: ObnacTw onpefensHA U 3HadeHns dyHkuun check_1_right
o CheckRightTntFuncEl: ¥s,e,r + s € Subjects A e € Entities & r € Roles = (r € CheckRightInt({s » {e » Read}}) &
r e CheckRight({s » {e » Read}})) not theorem
NMA: E1-E4 ycnosns ucTUHHooTH thyHkumi check_1_right (pns cywHocTei)
o CheckRightIntFuncE2: ¥s,e,r + s € Subjects A e € Containers A r € Roles = (r e CheckRightInt({s » {e » Execute}}) &
r e CheckRight({s » {e » Execute}})) not theorem
o CheckRightIntFuncE3: ¥s,e,r + s € Subjects n e € Objects a r € Roles = (r e CheckRightInt({s » {e » Execute}}) &
r e CheckRight({s » {e » Execute}}) A SubjectInt(s) ¢ EntityInt(e)) not theorem
»  CheckRightIntFuncE4: ¥s,e,ar,r - s € Subjects A e € Entities A ar € {Write, Own} A r € Roles = (r € CheckRightInt({s » {e » ar}}) <
r e CheckRight({s » {e » ar}}) a EntityInt(e) c SubjectInt(s)) not theorem
»  CheckRightIntFuncRl: ¥s,e,ar,r - s € Subjects A e € Roles A ar € {Read, Execute} A r € Roles = (r € CheckRightInt({s » {e » ar}l}) <
r e CheckRight({s » {e » ar}})) not theorem
JIMA: R1-R2 ycnoeudA mcTuHHocT dyHkumn check_1_right (ans ponei)
= CheckRightIntFuncR2: ¥s,e,ar,r + s € Subjects A e € Roles & ar € {Write, Own} n r € Roles = (r e CheckRightInt({s » {e » ar}}) <

CheckRightIntFuncsS: ¥s,e,ar,r -

ExecuteContainerIntType:
ExecuteContainerIntFunc:

r e CheckRight({s » {e » ar}}) A RoleInt(e) c SubjectInt(s)) not theorem

s & Subjects A e € Subjects A ar € AccessRights A r € Roles = (r e CheckRightInt({s » {e » ar}}) &
r € CheckRight({s » {e » ar}}) a SubjectInt(e) c SubjectInt(s)) not theorem
TIMA: Yenoeus ncTurHocTW dyHkumn check_1i_right (gna cybvexTos)

ExecuteContalnerInt € (Subjects « Entities] — BOOL not theorem »JIMA: OBnacTu onpepensHus 1 3Ha4eHns hyHkuMM execute_1_cor
¥s,e - s € Subjects & e € Entities = (ExecuteContainerInt({s » e}) = TRLE <

(3, ¢ - E ¢ Containers A Root € E & ((e & dom(EntityNames) A ¢ € dom(EntityNames(e)) A Parent[E] u {c} = E u {Root})

A (Vo - o e Evu {Root} = (3r - r e CheckRightInt({s » {o » Execute}}) A CheckRightInt({s » {o » Execute}}) c Ordf

A (EntityInt(o) ¢ SubjectInt(s) v CCRI(o) = FALSE)))) not theorem :NIMA: YcnoBuA MCTUMHHOCTW (yHKLWW execute_1_c

% Proof Control 83 7 Statistics [2. Rodin Problems = 7




NMPUMEP MCNOJ1Ib3OBAHNSA TOTAJIbHbIX ®YHKLNMN
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= access_read_entity: extended ordinary
REFINES
° access_read_entity
ANY
°  subject
o  entity
WHERE
° jral: subject & Subjects not theorem
° jrd2:  entity € Entities not theorem ~
° jrd3: 3r - r & OrdRoles u AdmRole A entity » Read € RoleRights PeaJ'IM3aLI,M$| beHKU.MM Moﬂenm B
° jrod: ¥Ynr - nr € NRoles A nr » Re ead € RoleRights(nr) not <
s rds: dE, ¢ - E c -:Z-:-n'tain-':‘l['-s as(e n Pe MaTeMaTnyeCcKoum HOTaU,MM B
A (o - oe Eu E-ITtl \ o
= (3r - r SubjectAd s(subject) A o » Execute €
e o . = e R A=l et BUge OXpPdHHbIX  yC/10BUU B
= grds: 3E, ¢ + E ¢ Contalners A Root € E A I{I{entlty e dom(EntityNames) A c & dom(EntltyNames(entltyH n Pz d) y
A (Vo - o € Eu {entity} u {Root} opMann3oBaHHOWM HOTaU MU
= (3r + r & OrdRoles u AdmRoles A r » Readf & SubjectAdmAccesses(subject) A o » Execute e
n (¥nr - nr & NRoles & nr » ReadA € SubjectAdmAccesses(subject) = o » Execute & RoleRa
n (EntityInt(o) ¢ SubjectInt(subject) v CCRI(o) = FALSE)) not theorem
o grd7: WithoutCoop = TRUE = SubjectInt(subject) # Highl not theorem
THEM
;ND actl SubjectAccesses(subject) = SubjectAccesses(subject) u {entity » Readal . access_read_entity: —r e
REFIMES
o access_read_entity
ANY
subject
entity
o = 15ubject nMA
Peanuzauus DYHKLNM B WHERE |
: subject € Subjects not theorem
A 0 2 y € Entities not theorem
MaTeéMaTN4ECKOU HOTaL"MM B : CheckRightE(subject » entity » Read) & Pl{OrdRoles u AdmRoles) not theorem :NIMA: 3ame
y - 4: ExecuteContainer(subject » —-IT"l"'.- = TRLE not the-.rem NIMA: 3aMeHa ycloBWA 3HIHEHNEM (yHK
BMUAE TOTaAJIbHbIX beHKU.MM B ° grdS: CheckRightEInt(subject » entity w» Read] e P1(0OrdRoles v AdmRoles) not theorem :NIMA: 3ame
- = grdB: ExecuteContainerInt(subject » entity] = TRUE not theorem :J/IMA: 3ameHa ycnoBwid sHa4qeHwem g
d)OpMaﬂMBOBaHHOM HOTaLI,MM = grd7: 15Subject € Subjects not theorem :NMA: OobaeneH B co0TBETCTEWMKM C MOAENLID
= grd8: WithoutCoop = TRUE = SubjectInt(subject]) # HighI not theorem
THEN
: act SubjectAccesses(subject) = SubjectAccesses(subject) v {entity » ReadA}
END




NCT1OJIb3OBAHWE HECKOJ1IbKNX

COXPAHEHVEM

TUTIOB C
NMPUMEHEHWIO MOATUITOB

[TTOBAJIbHbIX
MNOoAXOOA Mo
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SETS
= Usersll
® SubjectsuU
= ekt [[nobanbHble MLl B
= RolesU ) ) ) dbopManmsoBaHHOMU
= Mames MAMES: MHOMECTEOC BOZMOMHLIX MMEH CYWWHOCTEW, poner, agMWHWCTPaTWEHLEK ponen
® Accesses Ra: MHOMEeCTBO BWOOB O0CTyNa HOTaunu
o AccessRaights Fr: MHOXMeCTEO BWOOBE NpaB O0CTYyNa
MooTunbl B
< EntitieslPartition: partition{EntitiesU, ObjectsU, ContainersuU)] not theorem
Cl)OpMaJ'IMBOBaHHOM RolesUPartition: partition(RoleslU, AdmRolesU, OrdRolesU, NRoleslU) not theorem
HOTaunun
CheckRightEType: CheckRightE & Subjects = Entities x AccessRights — P(Roles) not theorem :IMA: OBnacTw onpegensHWa U 3HaqeHnA dyHkuw check _right
CheckRightEFunc: ¥s,e,ar,r - s € Subjects A & € Entities A ar € AccessRights A r € Roles = (r e CheckRightE(s » & » ar) <
r » ReadA € SubjectAdmAccesses(s) A e » ar € RoleRights(r)) not theorem :NIMA: Ycnoeusa ucTuHHocTK dyHkummn check right (gns cywHocTei)
CheckRightRType: CheckRightR & Subjects x Roles x AccessRights — P(AdmRoles] not theorem
CheckRightRFunc: ¥s,e,ar,r - s € Subjects A & € Roles A ar € AccessRights A r € AdmRoles = (r € CheckRightR(s » & » ar) <
r » ReadA € SubjectAdmAccesses(s) A e » ar € RoleAdmRights(r)) not theorem :NMA: Ycnoewa ncTuHHocTw dyHkuwm check right (ans ponei)
CheckRightSType: CheckRightS € Subjects x Subjects x {Own} — P(Roles) not theorem
CheckRightSFuncl: ¥s,e,r - s € Subjects A e € Subjects A r € OrdRoles u AdmRoles = (r & CheckRightSi(s » & » Own)] <
r » ReadA € SubjectAdmAccesses(s) A r € SubjectOwner(e)) not theorem :NMA: S1-S2 ycnoeua ncTuHHocTK dyHkumK check right (gns cybhekTo
CheckRightSFunc2: ¥s,e,r - s € Subjects A e € Subjects A r € NRoles = (r € CheckRightS(s » e » Own] «
o Dnadl & SobhtiartAdmirrncenelel 8 » =& Sih1artbmenare (a1 nat thenram




3A0AHUE OXPAHHbIX YC/MOBMM COBbITUM C

YYETOM CMNMEUNDUKN PROB H

grd9:  Vu - u € Union A admRole & UserRoles(u] = role & UserRoles(u) not theorem

grdl@: Vu - u € Union A admRole & UserRoles(u) = role & CommonRoles not theorem

grdll: admRights c RoleAdmRights(admRole) not theorem

grdl2: Var - ar € accessRights = role » ar € admRights not theorem

grdl3: Var - ar € accessRights = role » ar € admRights not theorem

grdl4: Read € accessRights = (¥r - r € Roles \ {role} = r & dom(admRights)) not theorem

grdlS: V¥r, ar - r € Roles A r # role A ar € AccessRights A ar # Read = r » ar & admRights not theorem
grdls: Vr, p - r € Roles A p € RParents(r) A r » Read € admRights = p » Read € admRights not theorem
grdl7: Read € accessRights

= (Yu, r - u € UserAccs A admRole € UserRoles(u) A r & dom(admRights) Mcnonb3OBaHme MH,U,yKLI,MM B

= r & Constraint(UserAdmRole(u)) v Constraint(UserOrdRole(u)) u Constraint(CommonRole)) not thecrem :3anpewatowwe pon

@ & 8 o o @ & & o

° grdls: depth € N — P(dom(admRights)) not theorem
° grdl9: ¥r - r € dom(admRights) = (31 - 1 € N A r € depth(1)) not theorem CO6b|TMM
o grd20: depth(0) = {role} not theorem
o grd2l: ¥i1 -1eN= (¥p - p e depth(i + 1) = (3ch - ch & depth(1) A p e RParents(ch))) not theorem
o grd22: ¥i -1 €N~ (¥r - r e depth(1) = (Yu - u € Union A admRole € UserRoles(u) = r & UserRoles(u) A r & CommonRoles))
= (¥r - r e depth(1 + 1) = (Vu - u € Union A admRole & UserRoles(u) = r & UserRoles(u) A r & CommonRoles)) theorem
o grd23: Wi -1 eN= (¥r - r e depth(i) = (Vu - u & Union A admRole € UserRoles(u) = r & UserRoles(u) A r & CommonRoles)) theorem
THEN
o actl: RoleAdmRights(admRole) = RoleAdmRights(admRole) \ admRights
END

DescendantsRl: ¥r,d - r € Roles A d € Roles = (d e DescendantsRir) & d =r v (d 2 r o (3k - k € KidsR(r) a d € DescendantsRik))])
CD UserRolesl: Yu - u € Usersl = UserRoles(u) ¢ AdmRoles u OrdRoles not theorem
UserRoles2: Wu, r - u € UsersU & r € UserRoles(u) = DescendantsR(r) c UserRoles(u) not theorem
yHKL',Mﬂ NOTOMKOB UserRolesd4: Yu - u € UserAccs = UserOrdRole(u) € UserRoles(u) not theorem

Oﬂeﬁ UserRolesS: Wu - u & UserAccs = UserAdmRole(u) € UserRoles(u) not theorem
p UserRolesé: Yu, r - u € UsersU A r & Roles \ UserRoles(u) = DescendantsRir) n UserRoles(u) = @& not theorem

= grd9: Wu - u e UsersU s admRole € UserRoles(u) = role & UserRoles(u) not theorem ; i

= grdl@: Vu - u € UsersU an admRole € UserRoles(u) = role & CommonRoles not theorem

= grdll: admRights € {r | r € Roles A role & DescendantsR(r)} +« accessRights not theorem

= grdl2: accessRights = {Read} = admRights = {r | r € Roles A role e DescendantsR(r)} x {Read} not thecrem

= grdl3: accessRights = {Write} = admRights = {role » Write} not theorem

= grdl4: accessRights = {Read, Write} = admRights = ({r | r € Roles A role € DescendantsR(r)} x {Read}) u {role » Write} not theorem
MCI‘IOTI b30BaHWME = grdlS: Read € accessRights

= (Yu, r - u € UserAccs & admRole = UserAdmRole(u) A r € NRoles & r € dom(admRights)
=» r & Constraint(UserAdmRole(u)) u Constraint(UserordRole(u)) u Constraint(CommonRole)) not theorem
d)yHKL'MM NMOTOMKOB grdls: checkRightR & Subjects % Roles x AccessRights — P(AdmRoles) not theorem :/IMA: grd 16-19 ycnoBudA nepeonpefeneHua dyHkuun check_right

o (=3
= grdl7: W¥s,e,ar - s € Subjects & e € Roles & ar & accessRights = checkRightR(s » e » ar) = CheckRightR(s » e » ar) not theorem
B CO6b|TMM = grdls: W¥s,e,ar,r - s € Subjects A e € Roles A ar € accessRights A r € AdmRoles \ {admRole} = (r € checkRightR(s » e » ar) & r € CheckRightR(s » e » ar))
= grdl9: V¥s,e,ar - s € Subjects A e € Roles & ar € accessRights = (adwRole & checkRaghtR(s » e » ar) <
admRole » ReadA e SubjectAdmAccesses(s) A e » ar € RoleAdmRights(admRole) \ admRights) not theorem
THEM

= actl: PRoleAdmRights(admRole) = RoleAdmRights(admRole) \ admRights
= actz2: CheckRightR = checkRightR »/IMA: MepeonpegeneHue dyHkumn check_right
END




NMHUUNANTNSAUNA HAHATIbHOTIO COCTOAHUA

MOLAEJIN ONnA NCIMOJIbSOBAHWA PROB

EVENTS

@ INITIALISATION:

THEN

°

e o @ 8 8 5 @8 @ 0 0 0 & 8 8 o a

a a8 @ @ o 6 8 & 8 8 o a8 a

END

actl:
actz:
act3:
actd:
acts:
acte:
act7:
acts:
actg:

actlo:
actll:
actla:
actla:
actl4:
actls:
actla:
actl7:

actls:

actlo:

act20:
actzl:
actz2z:
act23:
actz4:
actz2s:
act2s:
actz7:
actza:
act2o:
act3o:
act3l:
act3z:
act33:

act34:
act3s:

not extended ordinary

UserAccs = {RedUser, Lowlser}
Subjects = {SRoot}

Entities = {Root}

Objects = @

Containers = {Root}

Roles = PredefinedRoles

OrdRoles = CommonRoles u {RUOrdRole, LUOrdRolel u HR

AdmRoles = SpecialAdmRoles u {RUAdmRoleH, RUAdmRolel, LUAdmRole}

NRoles = @

Constraint = PredefinedRoles x {e}

DirectE = {Root} x {TRUE}

DirectR = PredefinedRoles x {TRUE}

EntityMP = {Root » Root}

EntityNames = @

Parent = @&

CPath = {Root » {Rootl}

KidsR = ((Predefinedroles \ HR) x {e}) u {Rolel » {Role2, Role3, Roled4, RoleS}, Role2 » {RoleS}, Role3 » {RoleS}, Roled » {Roles, Roleg},
FoleS » {Role7}, Roles » {Role7, Roles}, Role7 » {Roleg}, Role8 » {RoleS}, Role9 » o}

DescendantsR = {r » {r} | r € PredefinedRoles \ HR} u {Rolel » HR, Role2 » {Role2, Role5, Role7, Roled}, Role3 » {Role3, RoleS, Role7, RoleS},
Fole4 » {Role4, Role6, Role7, Role8, Roleg}, RoleS » {RoleS, Role7, Roleg}, Role6 » {Roles, Role7, Roleg, RoleS}, Role7 » {Role7, Rolegl,
Roleg » {Roleg8, Roleg}, Roled » {Roleg}}

RoleAdmRights = {

RUAdmRolel » (PredefinedRoles = {Execute}) u (({RUAdwRoleL, RUOrdRole, CommonRole} u SpecialAdmRoles) = {Read, Writel),
RUAdmRoleH » (PredefinedRoles x {Executel}),

LUAdmRole » (PredefinedRoles x {Executel) u ({LUAdmRole, LUOrdRole, CommonRole} x {Read, Write}),

RolesAR » {x » y | x € PredefinedRoles A y = Execute} u {x » y | x € PredefinedRoles n OrdRolesU A y = Own},

ARolesAR » {x » y | x € PredefinedRoles A y = Execute} v {x » y | x € PredefinedRoles n AdmRolesU A y = Own},

NRolesAR » {x » y | x & PredefinedRoles A y = Execute} v {x » y | x € PredefinedRoles n NRolesU A y = Own}}

u {ri » RE | r1 € SpecialAdmRoles \ {RolesAR, ARolesAR, MRolesAR} a RE = Predefinedroles x {Executel}}

RoleRights = ((PredefinedRoles \ {RUOrdRole}) = {e}] u {RUOrdRole » {Root} x AccessRights}

RoleName :€ PredefinedRoles = Names

SubjectAccesses = {SRoot » o}

SubjectAdmAccesses = {SRoot » {RUAdmRoleL, RUOrdRole, CommonRole} x Accessesl

SubjectNOwners = {SRoot » e}

SubjectOwner = {SRoot » {RUOrdRole}}

SubjectUser = {SRoot » RedUser}

SharedC = {Root} = {TRUE}

sharedR = PredefinedRoles x {TRUE}

SParent o

Userordrole = {RedUser » RUOrdrRole, LowUser » LUOrdRole}

UserAdmRole = {RedUser » RUAdmRolelL, LowUser » LUAdmRole}

CheckRightE = {SRoot} x {Root} x AccessRights x {{RUOrdRolel}

CheckRightR = {a» b » c » {d} | a = SRoet A b e {RUAdmRoleL} v {RUOrdRole} v {CommonRole} v SpecialAdmRoles a ¢ € {Read, Write} » d = RUAdmRolel} v

{amwbwcw {d} | a=SRoot oA b € PredefinedRoles A ¢ = Execute A d = RUAdmRolel} u
({{{SRoot}l x PredefinedRoles x AccessRights) \
({aw» bwc| a=5SRoot A be {RUAdmRoleL} u {RUOrdRolel u {CommonRole} u SpecizlAdmRoles A ¢ € {Read, Write}} u
{ambwc| a=5SRoot A b e PredefinedRoles A ¢ = Execute})) x {e})
CheckRightS = {SRoot » SRoot » Own » {RUOrdRole}}
ExecuteContainer = {SRoot » Root » TRUE} »JIMA

AL BRRRN]
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YuyeTHble  3anncKM  MNONb30BaTeseN,
npouecchbl, hannbl, KaTaaorm

Ponu (0obbluHble, afMUHUCTPATUBHbIE,
3anpeLyatoLume)

Metkn dannos u
nepapxus

KaTanoros, uX

Uepapxus ponen

AOMUHUCTPATMBHbIE U OBbIYHbIE
npaBa 4OCTYMa posien

Ponu npoueccos

Ponu YYeTHbIX 3anucen
nosib3oBaTenen

MpaBa poctyna npoueccoB kK dannam,
KaTasioram, posisiM 1 npoueccam

MpaBa Ha BbIMOJHEHWE K LEMNOYKE
KaTasloroB B UX Mepapxmu



NMPUMEP TECTUPOBAHNA HA COXPAHEHUE

MHBAPUAHTOB MPW BbIMOJTHEHWW COBbITUN
MOLAEJIN C UCTTOJIbSOBAHMEM PROB

[ Events £ = O || State &2 | O LTL Counter-Example & = O || History 8@1 O Event Error = O
Checks ~ % ~ b ~ % ~ & M Name Value Previous value >

BE ] ! RoleAdmRights  {(ARolesARr{(ARole: {(ARolesAR s {(ARolesAR-Execute), (ARolesAR- Own),(Entil || or e
Srename_role RoleName {(ARolesAR~=Namesz {(ARolesAR—=Names22),(EntitiesAR~Names21),(NRolesAR
©read_container_entity RoleRights {(ARolesAR+@),(Ent {(ARolesAR-),(EntitiesAR-D),(NRolesAR-@),(RolesA | C"eate-object{(SRoot|->Root|->Read|
@read_container_role Roles {ARolesAR,EntitiesAR {ARolesAR,EntitiesAR,NRolesAR,RolesAR,SubjectsAR,Users, =L i
@ get_entity_attr SParent ] I
S get_subject_attr SharedC {(Root—=TRUE)} {(Root—=TRUE)} SETUP_CONTEXT
©get_role_attr SharedR {(ARolesAR-TRUE),(E {(ARolesAR-TRUE),(EntitiesAR-TRUE),(NRolesAR-TRUE),( | (Uninitialised state)
P set_container_attr (x2) Root, TRUE, SRoo SubjectAccesses {(SRoot={(Root=Wri {(SRoot~={(Root—=WriteA)})}
P create_first_subject (=8) SR I | SubjectAdmAccesses {(SRoot—{(RolesU7+ {(SRoot~{(RolesU7~ReadA),(RolesU7~WriteA),(RolesU11
P create_subject (x4) [P P | SubjectNOwners {(SRoot=@)} {(SRoot=@)}
@delete_subject SubjectOwner {{SRoot~{RolesU12} {(SRoot—={RolesU12})}
ki Event-B Explorer 52 |3 Rodin Problems - = SubjectUser {(SRootRedUser)} {(SRoot-RedUser)}

Subjects {SRoot} {SRoot}

BeEE ¥

UserAccs {LowUser,RedUser} {LowUser,RedUser}
J J o UserAdmRole {(LowUser~RolesUS8’ {(LowUser~RolesU8),(RedUser~RolesU11)}
LT E S UserOrdRole {(LowUsert>RolesUS! {(LowUser-RolesU9),(RedUser->RolesU12)}

» @ 1-C-RBAC-ProB *  Formulas

» @ 1-C-RBAC »  wvariables
» 94 1-M-RBAC »  constants
» 5= Initialisation P sets
»  invariants T !
P  axioms T !
»  event guards
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