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Introduction

o Captcha - Completely Automated Public Turing test to tell Computers and Humans Apart.

@ In our work, captcha is understood as an image with a noisy background consisting of a
priory unknown number of letters and Arabic numerals.
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Relevance

@ Automatic collection of information from sites

@ The usefulness of finding and investigating vulnerabilities of public Turing tests for their
improvement

@ The existence of a number of limitations in modern methods of recognition of noisy images
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Problem statement

@ Create a method for recognizing captcha images with variable text's length on it
@ Use a small amount of labeled real data for training

@ Reduce time for learning and human work
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One-step algorithm CRNN?
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2[Baoguang Shi et al. An End-to-End Trainable Neural Network for Image-based Sequence Recognition and
Its Application to Scene Text Recognition]
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Results on synthetic data

19000 synthetic generated captchas were used for learning

Average time of recogni-
tion 1 captcha, sec
CRNN | 85 97 0,0016

Nl s

Example of synthetic data

Time of learning, min | Accuracy, %
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3 set of real data images were collected in the amount of 9000 each and only 1500 of it were
labeled — 500 for training and 1000 - for testing
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Treating our task as domain adaptation task

@ The accuracy of the CRNN model, which was trained on synthetic data, on real data is
zero

@ To train the model specially for real data, it takes about 19 thousand labeled images,
which is a lot

@ Our task is similar to the task of domain adaptation — adaptation the model on real data
to decrease the amount of labeled real examples for training

@ We are going to apply an algorithm from this area of knowledge to our task
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DA-CRNN architecture
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Results DA-CRNN on real data (1)
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Results DA-CRNN on real data (2)
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Comparison of the developed method DA-CRNN with modern analogs

Method Wikipedia | Yandex | eBay
Haichang Gao et al.[3] | 23.8% - 58.8%
Elie Bursztein et al. [2] | 25% - 43%

Elie Bursztein et al. [1] | 28% - 51.39%
M. Tang et al. [4] - 56.0% -
Sheng Tian et al. [5] 66.5% 63.2% 91.5%
Guixin Ye et al. [6] 78% - 86.6%

DA-CRNN 79% 71.26% | 79.3%
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Time for training and evaluation

Bpemsi pasragbl-
MeTog Pecypcbl Bpemsi Ha obyuenue, 4 sanus 1 Kandn, M
4 x NVIDIA Tesla P40 GPU,
Ref. 6] | 25668 of RAM 53 50
Ref. [5] 2 x NVIDIA Tesla P40 GPU | - 6
NVIDIA GeForce GTX 1080,
DA-CRNN 64GB of RAM 12 1,6




Conclusion

@ An experiment of the CRNN model was carried out on synthetic data, showing high results
of captcha recognition with an variable text's length on artificial images.

@ A set of the real data from Wikipedia, eBay and Yandex was collected and labeled.

@ It has been shown experimentally that the usage of CRNN algorithm in conjunction with
the adversarial learning method DANN allows one to achieve comparable or higher quality
on real data, using the low number (200-500) of labeled examples for training.

To sum up, the DA-CRNN architecture was developed, which achieves the quality similar to
modern effective methods, requires a minimum amount of labeled real data for training and
requires less time for learning and labeling.
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