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Smart Everything 

• Smart Industry, Factories of the Future, Industry 4.0 

• Smart City  

• Smart Home 

• Smart Service 

• Smart Healthcare 

• Smart Economy 

• Smart Networking  

• Smart Analytics 

• Smart Security and Privacy 

• Smart autonomous driving 

• Smart Oil and Gas Industry 

• etc. 
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European initiatives 

Sŵart ŵaŶufacturiŶg aŶd the EU͛s ͚DigitiziŶg IŶdustry͛ initiative // European Commission, 2016 

Smart 

Anything 

                    Everywhere 
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Smart Things  

THE INTERNET OF THINGS: MAPPING THE VALUE BEYOND THE HYPE // McKinsey Global Institute (MGI), 2015. 

• Fundamentally new approaches to digital design based on complete 

mathematical modeling and optimization technologies; 

• Virtual tests, which significantly reduce the amount of expensive field tests; 

• Advanced technologies and digital smart production 
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Smart Industry  

Merging of the virtual and physical worlds 
•  through cyber-physical systems 

Fusion of  
• technical processes  
• intelligent sensor network 
• computational models, digital twins 

“Industrial Internet of Things” (IIOT) - 
 driving operational efficiencies through 

• Automation 
• Connectivity 
• Analytics 

 
Data mining 
Storage 
Monitoring and forecasting 
Identification of the critical state 
• prevent accidents 
• optimization 
 Amazon: 

warehousing 

ABB:  

Smart 

robotics 

Hitachi:  

An integrated IIoT approach 

http://www.ioti.com/industrial-iot-iiot
http://www.ioti.com/industrial-iot-iiot
http://www.ioti.com/industrial-iot-iiot
http://www.ioti.com/industrial-iot-iiot
http://www.ioti.com/industrial-iot-iiot
http://www.ioti.com/industrial-iot-iiot
http://www.ioti.com/industrial-iot-iiot
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Cities are 2 % of earth surface 

• 54% population 

• 75% of energy consumption 

100+ new 

cities of 1 

million+ 

people  in 

next 10 years 

Smart City  

Moscow, Russia 
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Smart City  

Smart Governance 

• Participation  

• Transparency and information accessibility 

• Public and social service 

• Multi-level governance 

 

Smart Economy 

• Innovation 

• Entrepreneurship 

• Local & Global interconnectedness 

• Productivity 

• Flexibility of labor market 

 

Smart Mobility 

• Traffic management 

• Public transport 

• Logistics 

• Accessibility 

• Clean, non-motorized options 

• Multimodality 

Smart Environment 

• Environmental monitoring 

• Energy efficiency 

• Urban planning and urban 

refurbishment 

• Smart building and smart renovation 

• Resource management 

• Environmental protection 

Smart People 

• Digital education 

• Creativity 

• Community building 

• Urban life management 

Smart Living 

• Tourism 

• Culture and leisure 

• Healthcare 

• Security 

• Technology Accessibility 

• Public space management 
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 Improving the personal mobility, comfort, connivance, and safety.  
 Increasing economic productivity for transport service providers.  
 Enhancing efficiency and capacity. 
 Reducing gas consumption and negative environmental impact.  

Smart Mobility 



A set of vehicles of different types is assigned to cover trips of a 

route. The MOP is to find an appropriate distribution of multiple 

vehicle-types, with the goal of to simultaneously to reduce the 

unsatisfied user demand and GHG emissions, related to the 

fuel consumption from vehicles used for a specific route. 

Environmental protection 
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Three solutions: what to select 
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Uncertainty 

Communication failure 

Break-down of a vehicle  

Failures in the transport network  

Passenger demand  

Weather changes 

Modification of the transportation  

requests 
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Smart Home 

12 
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Smart Healthcare 

13 
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Smart oil and gas industry   

14 
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Cloud Platform 

Industry 

Equipment models  
portal  

Centers of 

Competence 

Provision of  
equipment models 

Data 
Portal 

Equipment 

Manufacturers 

Equipment  
usage  statistics  
gathering 

Creation of digital twins for  
equipment and processes 

Digital Twin  
for the plant 

Monitoring and 
messaging Portal 

Portal of models of  
industrial processes 

Data Mining Portal 

Analysis and decision- 
making for the  
development  
of the enterprise 

Data Mining 

Monitoring and optimization  
of equipment usage 
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Internet of Things - Platform for Connected Smart Objects 

Edge computing 

Integrates sensing, communications, and analytics 

Remote 

monitoring 

Remote  

services 

Data 

mining 

Analytics 

 

Storage 

Computational 

models 

Intelligent 

sensors Merging of the virtual and physical worlds 
•  through cyber-physical systems 
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Reliability 
- fault-tolerant systems, operational in 

case of components failures 
 

Availability 
- ensuring to access the information when 

needed 
 

Confidentiality 
- protecting the information from disclosure 

to unauthorized parties 

 

Integrity 
- whole and undivided 
 

Privacy 
- free from public attention, not observed or 

disturbed by other people. 

 
 

Scalability 
- ability to be used or produced in a range of 

capabilities 

 

Security requirements 

ɇɚɞɟɠɧɨɫɬь 
• ɨɬɤɚɡɨɭɫɬɨɣɱɢɜɵɟ ɫɢɫɬɟɦɵ, 

ɪɚɛɨɬɚɸɳɢɟ ɜ ɫɥɭɱɚɟ ɫɛɨɟɜ 

ɤɨɦɩɨɧɟɧɬɨɜ 

 

Дɨɫɬɭɩɧɨɫɬь 
• ɨɛɟɫɩɟɱɟɧɢɟ ɞɨɫɬɭɩɚ ɤ ɢɧɮɨɪɦɚɰɢɢ 

ɩɪɢ ɧɟɨɛɯɨɞɢɦɨɫɬɢ 
 

Кɨɧɮиɞɟɧциɚɥьɧɨɫɬь 
• ɡɚɳɢɬɚ ɢɧɮɨɪɦɚɰɢɢ ɨɬ 

ɧɟɚɜɬɨɪɢɡɨɜɚɧɧɵɯ ɫɬɨɪɨɧ 
 

Цɟɥɨɫɬɧɨɫɬь 
• ɰɟɥɶɧɵɣ ɢ ɧɟɪɚɡɞɟɥɟɧɧɵɣ 

 

Cɟɤɪɟɬɧɨɫɬь 
• ɛɟɡ ɨɛɳɟɫɬɜɟɧɧɨɝɨ ɜɧɢɦɚɧɢɹ, ɧɟ 

ɧɚɛɥɸɞɚɟɦɨɝɨ ɢɥɢ ɧɚɪɭɲɟɧɧɨɝɨ 

ɞɪɭɝɢɦɢ ɥɸɞɶɦɢ. 
 

Ɇɚɫшɬɚɛиɪɭɟɦɨɫɬь 
• ɜɨɡɦɨɠɧɨɫɬɶ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɜ ɫɪɟɞɚɯ 

ɪɚɡɥɢɱɧɨɣ ɪɚɡɦɟɪɧɨɫɬɢ 

17 
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Environmental threats 
• Earthquakes, 

floods, fire, etc 

Deliberate threats 
• Interception, hacker 

attacks, etc. 

Accidental threats 
• PC errors, Virus, 

Spam, etc. 

Security Threats 

• КȘаȎа Ȍȍȕȍȋ, ȓȐȟȕыȝ Ȍаȕȕыȝ, 
ȒȖȘȗȖȘаȚȐȊȕȖȑ ȐȕȜȖȘȔаȞȐȐ; 

• ȠȗȐȖȕаȎ 
• ǷȘȍȌȕаȔȍȘȍȕȕаȧ ȖȘȋаȕȐȏаȞȐȧ аȊаȘȐȑ, 
• ǶȘȋаȕȐȏаȞȐȧ ȖȚȒȓȦȟȍȕȐȑ ȥȓȍȒȚȘȖȥȕȍȘȋȐȐ; 
• ǷȍȘȍȝȊаȚ țȗȘаȊȓȍȕȐȧ țșȚȘȖȑșȚȊаȔȐ Ȑ 

șȐșȚȍȔаȔȐ; 
• ǵаȘțȠȍȕȐȍ ȚȘаȕșȗȖȘȚȕȖȑ șȐșȚȍȔы. 
• Ȑ Ț.Ȍ. 

Эɤɨɥɨɝɢɱɟɫɤɢɟ ɭɝɪɨɡы 
• Зɟɦɥɟɬɪяɫɟɧɢя, 

ɧɚɜɨɞɧɟɧɢя, ɩɨɠɚɪы ɢ ɬ. ɞ. 
ɉɪɟɞɧɚɦɟɪɟɧɧыɟ ɭɝɪɨɡы 
• ɉɟɪɟхɜɚɬ, хɚɤɟɪɫɤɢɟ ɚɬɚɤɢ .. 
 
Сɥɭɱɚɣɧыɟ ɭɝɪɨɡы 
• Ɉɲɢɛɤɢ ɉК, Вɢɪɭɫ, Сɩɚɦ ... 

• Theft of money, personal data, 
corporate information; 

• Espionage 
• Intentional organization of accidents, 
• Organization of power outages; 
• Interception of control of devices and 

systems; 
• Violation of the transport system and 

others. 
• etc 

18 
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Security Threats at Levels 1, 3, 5 

1. Access Control Issues 

2. Account Hijacking 

3. Data Breaches 

4. Insecure APIs 

5. Malicious Insider 

6. Abuse and Nefarious  

7. Denial of Service 

8. Data Loss 

9. System and Application 

Vulnerabilities  

 

10. Shared Technology Issues 

 

etc.  

 

Cloud Security Alliance (2016)  

12 Cloud Computing Top Threats in 2016. 

1. ɉɪɨɛɥɟɦɵ ɫ ɭɩɪɚɜɥɟɧɢɟɦ ɞɨɫɬɭɩɚ 

2. ȼɡɥɨɦ ɚɤɤɚɭɧɬɨɜ 

3. ɇɚɪɭɲɟɧɢɹ ɞɚɧɧɵɯ 

4. ɇɟɛɟɡɨɩɚɫɧɵɟ API 
5. Зɥɨɭɦɵɲɥɟɧɧɢɤ - ɢɧɫɚɣɞɟɪ 

6. Зɥɨɭɩɨɬɪɟɛɥɟɧɢɟ ɢ ɧɟɞɨɛɪɨɫɨɜɟɫɬɧɨɫɬɶ 

 

7. Ɉɬɤɚɡ ɜ ɨɛɫɥɭɠɢɜɚɧɢɢ 

8. ɉɨɬɟɪɹ ɞɚɧɧɵɯ 

9. ɍɹɡɜɢɦɨɫɬɶ ɫɢɫɬɟɦ ɢ ɩɪɢɥɨɠɟɧɢɣ 

 

 

10. ɉɪɨɛɥɟɦɵ ɫɨɜɦɟɫɬɧɵɯ ɬɟɯɧɨɥɨɝɢɢ 

19 
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Security Risks at Levels 1, 3, 5 

• Кɪɚɠɚ ɞɚɧɧɵɯ 

• ɉɥɨɯɨɟ ɭɩɪɚɜɥɟɧɢɟ 

• ȼɡɥɨɦ ɭɱɟɬɧɵɯ ɡɚɩɢɫɟɣ ɩɨɥɶɡɨɜɚɬɟɥɟɣ 

• Кɪɚɠɚ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɵɯ ɞɚɧɧɵɯ 

• Аɬɚɤɢ ɱɟɪɟɡ ɧɟɛɟɡɨɩɚɫɧɵɟ API-ɢɧɬɟɪɮɟɣɫɵ ɤ 
Ɉɛɥɚɱɧɵɦ / ɬɭɦɚɧɧɵɦ ɩɪɨɜɚɣɞɟɪɚɦ 

• ɉɨɥɶɡɨɜɚɬɟɥɶ, ɤɨɬɨɪɵɣ ɢɦɟɟɬ ɚɜɬɨɪɢɡɨɜɚɧɧɵɣ 
ɞɨɫɬɭɩ ɤ ɫɟɬɢ ɢ ɫɢɫɬɟɦɟ, ɧɨ ɧɚɦɟɪɟɧɧɨ ɪɟɲɢɥ 
ɞɟɣɫɬɜɨɜɚɬɶ ɡɥɨɧɚɦɟɪɟɧɧɨ 

• ȼɪɟɞɨɧɨɫɧɵɟ ɩɨɥɶɡɨɜɚɬɟɥɢ ɢɫɩɨɥɶɡɭɸɬ 
ɪɟɫɭɪɫɵ ɞɥɹ ɫɨɜɟɪɲɟɧɢɹ ɡɥɨɧɚɦɟɪɟɧɧɵɯ 
ɞɟɣɫɬɜɢɣ 

• Ɍɟɯɧɢɱɟɫɤɢɟ ɫɛɨɢ ɢɡ-ɡɚ ɬɟɯɧɢɱɟɫɤɢɯ ɩɟɪɟɝɪɭɡɨɤ 

• Ⱦɚɧɧɵɟ ɫɥɭɱɚɣɧɨ ɭɞɚɥɹɸɬɫɹ ɢɡ ɫɢɫɬɟɦɵ 

• Ɉɲɢɛɤɢ, ɜɨɡɧɢɤɚɸɳɢɟ ɩɪɢ ɨɲɢɛɤɚɯ 
ɤɨɧɮɢɝɭɪɚɰɢɢ ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ 

• ɉɨɫɩɟɲɧɨɫɬɶ ɜ ɩɪɢɧɹɬɢɢ, ɪɚɡɪɚɛɨɬɤɢ ɢ 
ɜɧɟɞɪɟɧɢɢ ɥɸɛɨɣ ɫɢɫɬɟɦɵ 

• ɋɨɜɦɟɫɬɧɨɟ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɢɧɮɪɚɫɬɪɭɤɬɭɪ, 
ɩɥɚɬɮɨɪɦ ɢɥɢ ɩɪɢɥɨɠɟɧɢɣ 

Cloud Security Alliance (2016)  

12 Cloud Computing Top Threats in 2016. 

• Stealing data 

• Poor management 

• Hijack user accounts 

• Stolen confidential data 

• To attack unsafe APIs Cloud/Fog providers 

• A user who has authorized access to the 

network and system, but has intentionally 

decided to act maliciously 

• Malicious users utilize resources to 

undertake malicious activity 

• Technical failures due to technical overloads 

a system’s 

• Data is accidentally deleted from the system 

• Bugs arising from software ad configuration 

errors 

• Organization rushed the adoption, design, 

and implementation of any system 

• Occur due to sharing infrastructures, 

platforms or applications 

20 
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Security Solutions at Levels 1, 3, 5 

Cloud Security Alliance (2016)  

12 Cloud Computing Top Threats in 2016. 

Cryptographic 

Encryption algorithm 

Data origin authentication 

Digital Signature Scheme  

Homomorphic encryption 

Secret sharing schemes 

Data replication  

Redundant Residue Number 

System  

Erasure code  

Regenerating code  

  

Кɪɢɩɬɨɝɪɚɮɢɹ 

Аɥɝɨɪɢɬɦɵ ɲɢɮɪɨɜɚɧɢɹ 

Аɭɬɟɧɬɢɮɢɤɚɰɢɹ 

Цɢɮɪɨɜɚɹ ɩɨɞɩɢɫɶ 

Ƚɨɦɨɦɨɪɮɧɨɟ ɲɢɮɪɨɜɚɧɢɟ 

ɋɯɟɦɵ ɪɚɫɩɪɟɞɟɥɟɧɢɹ ɫɟɤɪɟɬɚ 

Ɋɟɩɥɢɤɚɰɢɹ ɞɚɧɧɵɯ 

ɋɢɫɬɟɦɚ ɨɫɬɚɬɨɱɧɵɯ ɤɥɚɫɫɨɜ 

Кɨɞɵ ɋɬɢɪɚɧɢɹ 

Кɨɞɵ ɪɟɝɟɧɟɪɚɰɢɢ 

21 
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Access to Privileged Systems 

• User errors,    Carelessness 
Errores de usuario,     Descuido 

 

• Falsification,    Offline 
Falsificación,        Desconectado 

• etc. 

Collusion ;т̜̌ны̜ ̭̐о̏о̬Ϳ 
Improper secret agreement between two or more entities, to obtain unauthorized access 

to confidential data.  

      Incumplimiento de seguridad de datos.  sustituyen o piratean datos encriptados y se 

comprometen los datos almacenados en ellos. 

Security Breaches ;Н̬̌ушен̛я ̍е̚оп̭̌но̭т̛Ϳ 
An incident during which an encrypted data is substituted or 

hacked, and the valuable data stored within is compromised. 
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Our model 

X RRNS (3,5) CRT X 

x2 

x3 

x4 

x1 

x5 

x2 

x4 

x5 
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Storage over clouds using RNS 
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Our model 

𝑋 

𝑥ଵሺଶሻ, … , 𝑥𝑛మሺଶሻ 
𝑥ଵଵ , … , 𝑥𝑛భଵ  

𝑥ଵሺ𝑁ሻ, … , 𝑥𝑛𝑁ሺ𝑁ሻ 
SSS 𝑋 

CRT 

Secret key p0  

ni is weight of i-th cloud 

Pros 

Cons 

• Security 

• Confidentiality 

• Collusion 

• Privacy 

• Availability 

• Reliability 

• Scalability 

• Homomorphic 

• Small Redundancy 

• Load Balancing 

• Average data 

coding rate 
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Thanks for your 

attention! 

Ensenada 

Ensenada 
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