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Para Smart Everything

* Smart Industry, Factories of the Future, Industry 4.0
* Smart City

* Smart Home

* Smart Service

* Smart Healthcare

* Smart Economy

* Smart Networking

* Smart Analytics

* Smart Security and Privacy )
* Smart autonomous driving
e Smart Oil and Gas Industry L

* efc.
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Horizon 2020 European initiatives
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Smart manufacturing and the EU’s ‘Digitizing Industry’ initiative // European Commission, 2016



ié'n Smart Things

B Lowestimate [ | High estimate
Size in 2025’
$ billion, adjusted to 2015 dollars

=5

—r _)) iR 170- Monitoring and managing iliness, improving
(- 1,590 wellness
' Operations optimization, predictive \
. 1,210- ; : e
Factories maintenance, inventory optimization, health
3,700
‘ and safety
Cities 930- Public safety and health, traffic control,
\._-d 1,660 resource management j

*  Fundamentally new approaches to digital design based on complete
mathematical modeling and optimization technologies;
* Virtual tests, which significantly reduce the amount of expensive field tests;

* Advanced technologies and digital smart production

THE INTERNET OF THINGS: MAPPING THE VALUE BEYOND THE HYPE // McKinsey Global Institute (MGl), 2015.
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F::g;ra Smart Industry

Merging of the virtual and physical worlds
* through cyber-physical systems

Fusion of
« technical processes
« intelligent sensor network
« computational models, digital twins

“Industrial Internet of Things” (IIOT) -

driving operational efficiencies through
* Automation
« Connectivity
» Analytics

Data mining

Storage

Monitoring and forecasting
Identification of the critical state
« prevent accidents

» optimization

CICESE Parallel Computing Laboratory
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Smart City

Cities are 2 % of earth surface
» 54% population
* 75% of energy consumption

100+ new
cities of 1
million+
people in
next 10 years

e

Moscow, Russia
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Smart Governance

 Participation

« Transparency and information accessibility
» Public and social service

« Multi-level governance

Smart Economy

* Innovation

Entrepreneurship

Local & Global interconnectedness
Productivity

Flexibility of labor market

Smart Mobility

 Traffic management

 Public transport

Logistics

Accessibility

Clean, non-motorized options
Multimodality

Smart Environment

Environmental monitoring

Energy efficiency

Urban planning and urban
refurbishment

Smart building and smart renovation
Resource management
Environmental protection

Smart People

Digital education
Creativity

Community building
Urban life management

Smart Living

Tourism

Culture and leisure
Healthcare

Security

Technology Accessibility
Public space management
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Smart Mobility

— O Improving the personal mobility, comfort, connivance, and safety.
& ' O Increasing economic productivity for transport service providers.
_~. 1 Enhancing efficiency and capacity.

e Reducmg gas consumptlon and negative environmental |mpact

CICESE - Parallel Computing Laboratory 8



Environmental protection

A set of vehicles of different types is assigned to cover trips of a %
. route. The MOP is to find an appropriate distribution of multiple
; vehicle-types, with the goal of to simultaneously to reduce the
# unsatisfied user demand and GHG emissions, related to the V<

- fuel consumption from vehicles used for a specific route. *
b= e

—

\wm«
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Para Uncertainty

Communication failure
Break-down of a vehicle

Failures in the transport network
Passenger demand

Weather changes

Modification of the transportation
requests

CICESE Parallel Computing Laboratory



ara Smart Home

Smart Home/Business Gateway Platform

Lowers barrier to convergent smart technical and economicloT innovation

Gateway

’ e patient/Elder.
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ke
P-%ra Smart Healthcare

Emergencp Response

.--ﬂ_’”]

Smart Gadgets ._ '

@

Robots  op_Body Sensors  Smart Hospital

Technician
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FOCUS THE NATION

CRUDE 0IL FROM
WELLS ON LAND

JACK PUMP

—— E——
<

CRUDE OIL FROM
OFFSHORE DRILLING
PLATFORMS

.

CRUDE OIL FROM
OFFLOAD FROM
OVERSEAS TANKERS

X
PIPELINE

=

PRODUCT DELIVERIES

CRUDE OIL
GATHERING LINES

MANUFACTURERS

REFINERY AND
CHEMICAL PLANT

CRUDE OIL REFINED
STORAGE AND PRODUCTS
TREATMENT TANKS SERVICE

LINES
(J

PUMP

RUMP STATION

STATION

CRUDE OIL
TRANSMISSION
LINES

BULK PRODUCT
STORAGE FACILITY
(TANK FARM)

HOME HEATING OIL

-y

That’s one smart pig
i

WHOLESALE AND
RETAIL SALES

L

LOCAL GASOLINE DELIVERY

STORAGE FACILITY (TANK FARM)
FOR DIRECT-SERVED USER L
SUCH AS AIRPORTS i
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Energy companies use a special pipeline inspection
gauge, known as a smart pig, that contains electronic
and magnetic sensors to check the interior condition
of pipe walls. If they detect cracks or other problems,
workers can further inspect sections of the pipeline, or
dig it up for repairs or replacement. The pig is
launched through traps off the main pipeline and
propelled by the flowing oil.

Odometer wheels measure exactly

to examine the pipeline where the pig is in the pipeline

STAFF GRAPHIC | MICHAEL FISHER




para Cloud Platform

<) ik
" Equipment ) 4 ) (" Centersof
Industry Competence
Manufacturers
Data Mining ‘4&
.. ) Analysis and decision- . . . .
Provision of Digital Twin ' makingfor the Creation of digital twins for
equipment models fortheplant | development equipment and processes
of the enterprise
Equipment Monitoring and optimization o
usage statistics of equipment usage Data Mining Portal

gathering

Portal of models of

Equipment models industrial processes

portal

Data

Monitoring and
Portal

messaging Portal

CICESE Parallel Computing Laboratory 15



.
’Ql 2 [nternet of Thlngs = Platform for Connected Smart Objects

Integrates sensing, communications, and analytics

Analytics
SEEEEE w Level 5
Storage

Computational

// Level 4
\\ eve models

Level 3 Remote

services
/ Level 2 D?t?
mining
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Edge computing Intelligent

Merging of the virtual and physical worlds SEensors

* through cyber-physical systems
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Security requirements

Reliability
- fault-tolerant systems, operational in
case of components failures

Availability
- ensuring to access the information when
needed

Confidentiality
- protecting the information from disclosure
to unauthorized parties

Integrity

- whole and undivided

Privacy
- free from public attention, not observed or
disturbed by other people.

Scalability
- ability to be used or produced in a range of
capabilities

HagexHocTb

*  OTKa3oycToN4MBbIE CUCTEMBI,
paboTtatloLine B cnyyae cboeB
KOMIMOHEHTOB

JocTynHoCTb

« obecrneyeHne poctyna k WHdopmauum
npu HeobxoaMMocTn

KoHdmaeHumanbHOCTb
* 3awwuTa MHdopMaLnn oT
HEaBTOPUN30BaAHHbIX CTOPOH

LlenocTtHOCTbL
*  LenNbHbIK N Hepa3aeneHHbIN

CeKpeTHOCTb

e 0e3 o0OWecCTBEHHOr0 BHUMAaHUA, He
Habntogaemoro nnm HapyLUEHHOrO
APYTUMU NIOObMMN.

MacwTtabupyemocTtb

* BO3MOXHOCTb WCMOJIb30OBaHNA B cCpeaax
pasnquon pa3sMepHOCTU

CICESE Parallel Computing Laboratory
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Security Threats

Environmental threats ~ Skonoruyeckue yrpossbi

Earthquakes, « 3emMneTpsiceHuns,
floods, fire, etc HaBOAHEHUS, NoXapbl U T. 4.
Deliberate threats [peaHamepeHHbIe yrpo3bl
- Interception, hacker * [lepexsart, xakepckue aTtaku ..
attacks, etc.
Accidental threats Cnyu4aiiHble yrposbi
- PC errors, Virus, «  Owwubku MK, Bupyc, Cnam ...
Spam, etc.
« Theft of money, personal data, » Kpaxa meHer, TUYHBIX JaHHBIX,
corporate information; KOPIIOPaTUBHOM MH(OpPMAIINH;
« Espionage * IINHAOHAX
« Intentional organization of accidents, « IIpegHamMepeHHas OpraHU3aIsA aBAPUH,
« Organization of power outages; * OpraHu3anus OTKJIIOUEHUH BJIEKTPOIHEPTHUH;
 Interception of control of devicesand  « Ilepexsar ympasieHus yCcTpoicTBaMu U
systems; cucreMaMu;
 Violation of the transport systemand < HapyeHnue TpaHCIOPTHOMN CHCTEMBI.
others. * HUT.A.

e etc

CICESE Parallel Computing Laboratory 18



Pa . Security Threats at Levels 1, 3, 5
)
1. Access Control Issues 1. [lNpobnemsbl Cc ynpaBneHnem gocTyna
2. Account Hijacking 2. Bsnowm akkayHTOB
3. Data Breaches 3. HapyleHus aaHHbIX
4. Insecure APls 4. HebesonacHble API
5. Malicious Insider 5. 3ﬂ0yMb|LUﬂeHHV|K = VIHcal7|,D,ep
6. Abuse and Nefarious 6. 3noynoTtpebneHne n HegoOOPOCOBECTHOCTL
7. Denial of Service 7. OTka3s B o0cnyxunsaHuu
8. Data Loss 8. TMoTeps AaHHbIX
9. System and Application 9. YA3BUMOCTb CUCTEM U NMPUNOXKEHUN

Vulnerabilities

10. Shared Technology Issues

etc.

10. MNMpobnembl COBMECTHbIX TEXHOSOMMMN

Cloud Security Alliance (2016)
12 Cloud Computing Top Threats in 2016.

CICESE Parallel Computing Laboratory
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Security Risks at Levels 1, 3,5

Stealing data

Poor management

Hijack user accounts

Stolen confidential data

To attack unsafe APIs Cloud/Fog providers
A user who has authorized access to the
network and system, but has intentionally
decided to act maliciously

Malicious users utilize resources to
undertake malicious activity

Technical failures due to technical overloads
a system’s

Data is accidentally deleted from the system
Bugs arising from software ad configuration
errors

Organization rushed the adoption, design,
and implementation of any system

Occur due to sharing infrastructures,
platforms or applications

Kpaxa gaHHbIX

[Mnoxoe ynpasneHue

B3nom y4eTHbIX 3anncen nosnb3oBarenemn

Kpaxa koHdumaeHuManbHbIX aHHbIX

ATtaku yepes HebesonacHble API-nHTepdencol K
O6nayHbIM / TyMaHHbIM NpoBangepam
[Monb3oBaTtenb, KOTOPbIN UMEET aBTOPM30BAHHbLIN
AOCTYN K CETU U CUCTEME, HO HAMEPEHHO PeLLNIT
AEencTBOBaTb 3rIOHAMEPEHHO

BpenoHocHble nonb3oBaTesniv UCNonb3yoT
pecypchbl 4N coBepLIeHUs 3rTOHaMepPEeHHbIX
AEencTBumn

TexHnyeckne cbom n3-3a TEXHNYECKUX NEPErpy3okK
[aHHble cnyyYyanHo yaansTcsa N3 CUCTEMBI
OLwunbKn, BoO3HUKaOLLME NPU oLUMBKax
KOH(purypaumm nporpaMmMHoOro obecnevyeHms
[MocnewHoCcTb B NPUHATUK, pa3paboTkm u
BHeagpeHUn nobon cnMctemsbl

CoBMeCTHOe 1crnorb3oBaHne MHPPACTPYKTYP,
nnaTtopm UM NPUNOXeHNn

Cloud Security Alliance (2016)
12 Cloud Computing Top Threats in 2016.

CICESE Parallel Computing Laboratory
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Pa - Security Solutions at Levels 1, 3, 5
22
Cloud Security Alliance (2016)
12 Cloud Computing Top Threats in 2016.
Cryptographic KpunTorpagpys

Encryption algorithm

Data origin authentication
Digital Signature Scheme
Homomorphic encryption
Secret sharing schemes
Data replication

Redundant Residue Number
System

Erasure code

Regenerating code

Anropntmsbl LWndpoBaHnA
AyTeHTudunkaums

Lindpposaga nognmceb
[omomopdHOe WndpoBaHne
CxeMbl pacnpeneneHust cekpera
Pennukauma gaHHbIX

Cucrtema oCTaToOYHbIX KlaccoB
Kogbl CTnpaHus

Kogbl pereHepauum

CICESE Parallel Computing Laboratory
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Access to Privileged Systems

* Usererrors, Carelessness
Errores de usuario, Descuido

* Falsification, Offline
Falsificacion, Desconectado

* etc.

Security Breaches (HapyweHusa 6e3onacHocTth)

An incident during which an encrypted data is substituted or
hacked, and the valuable data stored within is compromised.

Collusion (TaiHbIl crosop)
Improper secret agreement between two or more entities, to obtain unauthorized access
to confidential data.

Incumplimiento de seguridad de datos. sustituyen o piratean datos encriptados y se
comprometen los datos almacenados en ellos.

CICESE Parallel Computing Laboratory
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Storage over clouds using RNS

.

)

Residues >

o] (o) [owe ] (o | (e ) (o) (o ) (o

<5

Retrieving Original Data > éMuduli

&
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Para Our model

n; is weight of i-th cloud

Pros

* Security
e Confidentiality
e Collusion
Privacy
Availability

e Reliability
C&X Scalability
Homomorphic
* Small Redundancy
* Load Balancing

X2

Cons

Average data
coding rate

Secret key p,

CICESE Parallel Computing Laboratory 25
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Thanks for your
attention!
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